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Before You Begin

Purpose

Audience

The purpose of the Hercules Security Configuration Guide is to provide a checklist for
securing your Hercules installation at the operating system level with corresponding
step-by-step procedures.

The expectation is that you will apply one security change at a time, observe the results,
and determine whether modification or backing out the setting is indicated, based on
site criteria. This process is intended to begin as soon as you begin to use Hercules for
vulnerability remediation and/or policy enforcement. Until you are using Hercules in
this way, you will not be able to properly evaluate the impact of the security change in
a production environment.

This document is written to the Hercules administrator who is responsible for securing
the server machines on which the Hercules Server, Hercules Channel Server, and
Hercules Download Servers are installed.

About this Manual

The Hercules Security Configuration Guide describes configuration of IIS, certificates and
SSL configuration, audit logging, and security best practices. Procedures apply to both
Microsoft Windows 2000 Server and Windows Server 2003.

Checklist items are ordered in the recommended implementation order.

Documentation Map

The Hercules system includes the following documents that are available as PDF files
from the Help menu in the Hercules Administrator and are also installed at the
Hercules Administrator and Hercules Server install path, typically C:\Program Files:

[InstallPath]\Citadel\Hercules\Administrator\Help

= Vulnerability Assessment and Remediation Overview — Assists you in planning
an assessment and remediation strategy using Hercules and its associated tools.

e Hercules Quick Start Guide — Provides overview information about the Hercules
System benefits, best practices and a walkthrough procedure.

= Hercules Installation Guide - Provides requirements, license information, and
install and uninstall procedures for the Hercules Server, Hercules Channel Server,
Hercules Download Server, and the Hercules Administrator.

= Hercules User’s Guide — Provides detailed procedures for operating the Hercules
system, including managing servers, devices, clients, remedies, vulnerabilities,
ActionPacks, Policies, Remediations and Policy Enforcements. The same
information is also provided as context-sensitive help.
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Online Help

= Hercules Remedy Actions Reference — Describes the properties and acceptable
values for each Citadel- provided remedy action.

= Creating Network Install Package for Microsoft Internet Explorer 6.0 — Provides
instructions for setting up a Microsoft Internet Explorer IEAK installation package
for installing on Hercules Servers.

= Using Hercules and Administrative Network Installation Points to Remediate
Microsoft Office 2000 — Provides instructions for creating a network administrative
installation package to apply Microsoft Office service packs using Hercules
remediation.

Hercules also makes available a Hercules Security Configuration Guide which describes
configuration of IIS, certificates and SSL configuration, audit logging, and security best
practices. Contact Citadel for information on this document.

Hercules Administrator Context-Sensitive Help provides the same information as the
Hercules User’s Guide. When you click on the Help button or press F1 in any window
or dialog box of the Hercules Administrator, the system displays a context-sensitive
topic. Click on the links to navigate to other topics.

Contacting Support

When you purchase a Customer Support Agreement and register your Citadel software
product, you are eligible to receive technical support according to the terms of the
contract you purchased. Registered users may reach Citadel Customer Support through
the toll-free hot line at 888-9-CITADEL, (888-924-8233), by e-mail at
support@citadel.com, or through the Customer Support Portal on the Citadel website at
http://www.citadel.com/.

Business hours for telephone support are Monday through Friday, excluding holidays,
from 8 a.m. until 6 p.m., U.S. Central Standard Time. When you call, please have the
following information available:

e Hercules version number
e Hercules serial number

¢ Type of hardware

viii
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1. Herculeses Security Recommendations

Introduction

The Hercules Security Configuration Guide provides procedures for securing the
Hercules® Server, Hercules Channel Server and Hercules Download Server v3.5, after
the initial installation and configuration of the product. This document defines how to
configure the Hercules system to comply with Common Criteria Evaluation Assurance
Level 3 (EAL3) requirements established in the Hercules Security Target. The
procedures apply both to Microsoft® Windows® 2000 Server and Windows Server™
2003; differences are noted where applicable. This document provides security
configuration recommendations for Hercules using two levels of security.

Assumptions

This document assumes that the Hercules Server, Hercules Channel Server, and
Hercules Download Server have been installed on dedicated Windows 2000 Server or
Windows Server 2003 machines that provide no other services on your network and
that the Hercules Administrator has been installed on a machine which may or may not
be used for other user-space tasks. The following assumptions are used in this guide:

= Before you upgraded the Hercules Server from versions 2.2.1 or 3.0.1 to version 3.5,
you created a verified backup of the current installed Hercules server. For backup
instructions, see the Hercules Users’s Guide.

= The server or servers on which you installed the Hercules Server, Hercules Channel
Server, and Hercules Download Server meet the following requirements:

— Have an installed image of the Windows 2000 Server or Windows Server 2003
families.

— Have at least the minimum hardware defined in the Hercules Installation Guide.
— Have default loads of the required services (no additional services were added).
— Have no third party applications running.

— Have no Microsoft applications (such as Microsoft Internet Security and
Acceleration Server, etc.) running except Microsoft Internet Information Services,
Microsoft NET v1.1 Framework, and for Windows Server 2003, ASP.NET.

Securing Hercules

Resources on the Internet that provide guides and checklists for securing a Windows
2000 Server installation include Microsoft, SANS™ (SysAdmin, Audit, Network,
Security) and the NSA/CSS (National Security Agency/Central Security Service). This
document focuses on securing your Hercules installation using the "Windows 2000
Common Criteria Security Configuration Guide" on page R-1 and the "National
Security Agency Recommendation Guides" on page R-1. Appendix E of the Windows
2000 Common Criteria Security Configuration Guide provides a checklist of settings
recommended to increase the basic operating system security of your Hercules
installation.
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Hercules Architecture

The Hercules system is designed with a distributed web-based architecture and is
available in a stand-alone or distributed configurations. See the Hercules User’s Guide
Chapter 1: “Hercules System Overview” for descriptions and diagrams of each and a
description of each server component.
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Configuration Recommendations for Hercules Server

Information specific to configuring Windows Server 2003 security is provided in the
"Windows Server 2003 Security Guide" on page R-1. Additional information on
Windows Server 2003 security can be found at "Security Innovations in Windows
Server 2003" on page R-1.

Hercules Security Levels

Citadel™ provides security configuration recommendations that allow you to secure
the Hercules Server at two levels.

= Level 1 recommendations provide basic security configurations for the different
types of Hercules servers.

= The Level 2 security recommendation is equivalent to a moderate level lockdown for
the servers.

WARNING: The security configurations for the Hercules Servers, Hercules
Channel Server, and Hercules Download Servers should not be applied to
other devices on your network.

In addition, Hercules also recommends applying certain patches and hot fixes. You
should use these security recommendations in accordance with your own network
security policies.

Hercules maintains a website with the latest security remedy changes: "Hercules Level
1 and Level 2 Security Configuration Guide Patch List" on page R-1.

Update Patches and Hot Fixes on all Types of Hercules Servers

The Patches remedy group will update all patches and hot fixes that are currently
provided by Microsoft. For a current list of updates and patches, see "Hercules Level 1
and Level 2 Security Configuration Guide Patch List" on page R-1. Citadel will update
the security patch remedies via the V-FLash server as Microsoft releases additional hot
fixes and updates.

Level 1 - Baseline Security Configuration

Internet Information Services Lockdown

These are basic Internet Information Services (IIS) lockdown recommendations to
secure your Microsoft Web Server. This is a manual step that is not automated with a
Hercules remedy group. For details, see "Secure Microsoft Internet Information
Services 5.0 for Hercules" on page 2-1. Microsoft IIS 6.0 is already locked down.

Basic Shutdown of Unnecessary Services

These are the Level 1 basic service configuration recommendations that are completed
by the Level 1 Configuration remedy group in the Hercules database. For a current list
of unnecessary services that are shut down by the Level 1 remedy group, see “Level 1
Basic Shutdown of Unnecessary Services” on page B-1.
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Level 2

Securing Hercules Channel Server and Download Server Web Pages

Securing the Active Server Pages (ASPs) of the Hercules Channel Server and the
Hercules Download Server is a manual step. For details, see “Preventing Anonymous
Access to Hercules Channel Server ASPs” and “Preventing Anonymous Access to
Hercules Download Server ASPs” in the Hercules Installation Guide section on Post
Installation Setup. These procedures prevent anonymous access to the Hercules
Channel Server and Hercules Download Server ASPs. Once set, any unauthorized user
without authentication is prevented from accessing the Hercules Channel Server
through a web browser and modifying entries in the ASP pages. Implementing these
procedures is a requirement; not a recommendation.

Allowing Sudo Access for Hercules Servers and Devices

Allowing sudo access for Hercules servers and devices is a manual step. For details, see
the Hercules User’s Guide section, “Configure Clients for UNIX, Linux, and Mac OS X for
Sudo Access.” Sudo allows pre-defined users to have temporary root access to run
CMS commands (install/uninstall, start/stop, reboot, and remediate). This increases the
level of trust in the user performing CMS operations. Using sudo is optional, but
recommended for Level 1.

Basic Microsoft SQL Server 2000 Desktop Engine Configurations

Microsoft SQL Server 2000 Desktop Engine (MSDE 2000) is the free, redistributable
version of SQL Server that serves as the Hercules embedded database. The lockdown
step for MSDE 2000 is a manual step--not automated with a Hercules remedy group.
For details, see "MSDE Level 1 Security Recommendation" on page 1-9. These are basic
SQL security configurations for the Microsoft SQL Server Data Engine (MSDE) only. If
you use these security configurations on the Microsoft SQL Server, you should consult
first with your database administrator. If Microsoft SQL Server is installed on the same
machine as the Hercules servers, you should contact Technical Support, since its use
may be restricted to applications running only on that server.

Basic Microsoft SQL Server 2000 Configurations

Basic Auditing

These auditing recommendations are for IIS audit logging only and are partially
automated with the Level 1 Configuration remedy group. For details on the manual
configuration steps, see "Auditing All Types of Hercules Servers" on page 5-7.

- Moderate Security Configuration

The Level 2 basic service configuration recommendations include everything in the
Level 1 Configuration remedy group, plus anything else that is not necessary for
Hercules functionality.

Moderate Shutdown of Unnecessary Services

This part of the lockdown process is completed by the Level 2 Configuration remedy
group in the Hercules database. For a current list of services that are shut down by the
Level 2 remedy group, see “Level 2 Moderate Shutdown of Unnecessary Services” on
page B-2.

1-4



Hercules Security Configuration Guide Hercules® Security Recommendations

Directory and User Security

These are security configurations for restricting access to Hercules directories and
disabling access to unnecessary users. This is a manual step in the lockdown process
and is not automated with a Hercules remedy group. For details, see the following:

= "Restricting User and Group Access to Any Type of Hercules Server" on page 3-1.
= '"Restricting Access to Hercules Working Directories" on page 3-4

= '"Restricting Access to Hercules Databases" on page 3-10

Configuring SSL

As a part of Level 2 security configurations, Citadel recommends that SSL be used with
the Hercules Server, Hercules Channel Server and Hercules Download Servers. This is
a manual process that is not automated by using the Level 2 security remedy group.
For details, see "Using SSL and Certificates" on page 4-1.

Moderate Microsoft SQL Server 2000 Desktop Engine Configurations

These are moderate SQL security configurations for the MSDE 2000 only. If you would
like to use these security configurations on the Microsoft SQL Enterprise server, you
should consult first with your database administrator. This is a manual step in the
lockdown process and is not automated with a Hercules remedy group. For details, see
“Level 2 Moderate Shutdown of Unnecessary Services” on page B-2.

Moderate Auditing

These auditing recommendations are for auditing the Hercules software registry key,
working directory, database, and the public directory on the web server. The
recommendations are partially automated with the Level 2 Configuration remedy
group. The procedures apply to the Hercules Server, Hercules Channel Server, and
Hercules Download Server. For details on the manual configuration steps, see the
following:

= "Enabling Auditing of Hercules Software Registry Key" on page 5-11

= "Enabling Auditing of Hercules Working Directory” on page 5-16

= "Enabling Auditing of Hercules Databases" on page 5-19

= "Enabling Auditing of Hercules Public Directory on Web Server" on page 5-21

Role-Based Authorization

Hercules provides role-based authorization capability to allow only approved system
administrators to perform certain procedures. For example, role-based authorization
allows only approved system administrators, device group administrators, or remedy
writers to create and modify custom remedies. This feature adds additional security
layered infrastructure to Hercules. You can assign Trustees to pre-defined Roles. In
the Hercules Administrator you can associate Roles with Trustees. Trustees are
individual users; user groups are not supported by Hercules. For details, see page 1-22
of the Hercules User’s Guide for “Role-Based Security” under “Hercules Security
Mechanism.”
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Enforce the Security Patches and Level 1 or Level 2 Configuration Policies

Citadel-supplied policies include the following three security policies:

= (Citadel - Hercules 3.5—Baseline Security Template - Patches

= C(Citadel - Hercules 3.5—Level 1 Baseline Security Template - Configurations
= (Citadel - Hercules 3.5—Level 2 Baseline Security Template - Configurations
For Baseline security, enforce the following two policies in this sequence:

1. Citadel - Hercules 3.5—Baseline Security Template - Patches

2. Citadel - Hercules 3.5—Level 1 Baseline Security Template - Configurations
For moderate security, enforce the following two policies in this sequence:

1. Citadel - Hercules 3.5—Baseline Security Template - Patches

2. Citadel - Hercules 3.5—Level 2 Baseline Security Template - Configurations

The Level 2 Configurations policy includes all of the configuration remedies for Level 1,
as well as those for Level 2 security. The remedies for all Configuration policies will
return either Success or Failure but never Compliant.

Follow these steps to create a Policy Enforcement that will apply the policy for Baseline
Security Template - Patches to the device or devices on which the Hercules Server,
Hercules Channel Server, and Hercules Download Server are installed. Use the same
procedure to enforce the Level 1 or Level 2 Baseline Security Template - Configurations
except select the Level 1 or Level 2 Baseline Security Template.

1. In the Navigation pane, click Policies to open the Policies page.

@ Policies

Organize and manage policies to be applied to devices during Palicy Enfarcement.

Yulnerabilities | Author _A_:

Paolicies:

< 3.5 - Baseline Security Template - Patches
| P;ﬂ] Citadel - Hercules 3.5 - Level 1 Baseline Security Template - Configurations
| [»ﬁ‘: Citadel - Hercules 3.5 - Level 2 Baseline Security Template - Configurations
| B8 Citadel Windows 2000 Gold Standard - Policies

FE8 Citadel Windaows 2000 Level 2 Gold Standard - Patches Remove Policy Del

| rﬁi DISA Security Checklist (windows)

Cpen Palicy Enter

Mew Palicy.. Chrl+n

| 54 FISMA Policy Template - Windows Servers Enforee Policy

| P8 FISMA Policy Template - Windows Warkstations Impart Policies

| i GLEA Policy Template - Servers Export Policies

| P GLBA Policy Template - Warkstations

| [»ﬁ"; HIPAA Policy Templates - Windows Servers Properties  Alt+Enker

| P HIPAA Policy Templates - Windows Workstations 3 rane

| P A windaws Security Guide 17 (Ctadel ¥
[ apen ] [ Mew... ] [ Properties J [ Remove ] l Ackions = J 16 palicies, 1 selected

2. In the Policies list, right-click Citadel - Hercules 3.5—Baseline Security Template -
Patches and then click Enforce Policy to open New Policy Enforcement.

MNew Policy Enforcement

Marme:

| v3.-5 B ase.l.i.ne gécur.i.ty. T Empi;a.te £ I';‘-a.té-ﬁes

i 0K, i ’ Cancel
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3. Type in a name for the Policy Enforcement and click OK to open Policy
Enforcement Details.

4. Click the Add button next to the Devices pane to open Add Devices to
Enforcement.

™ Add Devices to Enforcement |2|

Select the Dewvices you would like to add to this Enforcement. When you are finished, click OF.

Device Query:

| ~ | [ add criteria

Search Criteria:

Add [ Hep [ ok |

5. Click Add Criteria to open Available Search Attributes. Select an attribute from the
list. If all Hercules servers are installed on the same machine, select TCPIP Address
and click Add. Enter the IP address between the pair of quotation marks and click
Search. Verify that the displayed device is correct, then select it and click Add.
Then, click OK to display Policy Enforcement Details.

% Policy Enforcement Details - v3.5 Baseline S...

Add or remove policies and devices to or from Policy Enforcement,
Palicies

[ Mame Add
'{;ﬁ Citadel - Hercules 3.5 - Baseline Security Template - Patches

£ ! %

Devices

MName Operating System | Add
W LR02.... ‘Windows Server 2003

[ QK ][ Cancel ]

WARNING: You should apply this particular policy only to the server or servers
on which a Hercules Server, the Hercules Channel Server, and a Hercules
Download Servers are installed.
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6. To save the changes and exit, click OK to open a confirmation to save. Click OK to
open Scheduled Tasks.

& Scheduled Tasks

Manage schedules of all configured policy enforcements and remediations.
Scheduled Tasks:

Task Mame

Mext Occurrence | Task Type
rity Template - Patches Mot scheduled

: Enforcement

I Fevisw H Properties |[ Remave J[ Actions = ] 1 scheduled tasks, 1 select

Click Properties to open Policy Enforcement Properties. Accept or change the start
event interval, then click OK to open Scheduled Tasks.

& Scheduled Tasks

Manage schedules of all configured policy enforcements and remediations.

Scheduled Tasks:

Task Mame

MNext Occurrence Task Twpe

Starte: |0

thin: 1 Hour

Properties  Alk+Enter

Select View Progress to open the Remediation Progress tab in the Welcome to the
Hercules Operations Center. Monitor to view the successful policy enforcement.
The new Policy Enforcement is displayed in the list.
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Securing the Microsoft Data Engine (MSDE)

Hercules Databases

Hercules installs the Microsoft SQL Server 2000 Desktop Engine (MSDE 2000) version
of Microsoft SQL Server, unless Microsoft SQL Server is already installed on the
machine. This section lists several recommendations for securing the MSDE only. If
you would like to use these security configurations on Microsoft SQL server, you
should consult first with your database administrator.

MSDE Level 1 Security Recommendation

The following security configurations are recommended for Level 1:

The MSDE should be updated with the latest service packs and hot fix patches in
order to protect against known security vulnerabilities. Existing deployments of

MSDE 2000 will be running with Service Pack 3a, while all new installations will use
MSDE 2000A.

The default SA password should be changed. The new password should be no less
than eight characters and comprised of a mixture of upper and lower case letters
and numbers.

Note: Because the SA password will be duplicated at each Hercules site, Citadel
recommends changing the SA password after installation.

User accounts should be restricted on three levels:

— Accounts should only be granted access to the databases that are required.

— Accounts should only have access to the database objects (tables, procedures,
functions) needed.

— Accounts should only be granted permission to access or manipulate data based
on their type of role (select / insert / update / delete).

MSDE Level 2 Security Recommendation

The following security configurations are recommended for Level 2:

Authentication should be set to use Windows Authentication and disable mixed
mode. Only users or applications that have valid Windows NT® logins should be
able to access the MSDE database.

The MSDE service account should be restricted to only the necessary privileges.
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2. Securing Microsofts IIS for Hercules.

Secure Microsoft Internet Information Services 5.0 for Hercules

Windows 2000 OS includes the built-in Web server, Internet Information Services 5.0.
Once the basic operating system has been secured you should further harden your IIS
5.0. You should have applied all outstanding software patches and hot fixes during the
operating system steps. Follow this procedure to configure IIS 5.0 on any Windows
2000 Server machines where the Hercules Server, Hercules Channel Server and/or File
Download Servers are installed.

1. Verify that your IIS installation is fully patched.

2. '"Internet Information Services 5.0 Lockdown Tool" on page R-1. The IIS Lockdown
Wizard starts. Click Next to display the License Agreement page.

% Internet Information Services Lockdown Wizard il

| welcome to the Internet
Information Services Lockdown
Wizard

This wizard helps vou configure your server to offer only the
features required for its role on your network, You can use
thig wizard to dizable or remave unnecessary [nternet
Infarmation Services [I1S) features that might pose a security
rigk.

After running the wizard, test the server to enzure that the
new configuration iz comect. If it is not, pou can uze this
wizard to undo the most recent changes.

Important: Use of thiz tool does not replace the need for
timely installation of service packs and hotfixes.

To continue, click Mest.

< Back Cancel Help
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Flease read the following license agreement:

Microzaft 115 Lockdown Wizard -
END-USER LICEMSE AGREEMENT

IMPORTAMT=READ CAREFULLY: This End-User License
Agreement "ELULL") is & legal agreement between you [either
ah individual or a single entity) and Micrasalt Carporation for
the Microsaft software product identified above, which
includes computer software and may include associated
media, printed materialz, and “orling” or electionic
dacumentation ["Product”). Y0U AGREE TO BE BOUMD BY
THE TERMS OF THIS EULA BY INSTALLING, COFYING,
OF OTHERWISE USING THE PRODUCT. IFYOU DO NOT
AGREE, vOU ARE NOT AUTHORIZED TO INSTALL OR
IUSE THE PRODUCT.

1. GRAMT OF LICEMSE. Microzaft grants you the
following rights provided that wou comply with all terms and
conditions of this ELILA:

* Installation and use. You may install and uge the LI

@ [ aqred
| don't agree

3. To accept the license agreement, select I agree and click Next.

% Back I Hext > I Cancel | Help

Select Dynamic Web Server (ASP enabled) as the base template for your Hercules

Server, Hercules Channel Server or File Download Server. Click Next to continue.

Note: Citadel recommends you make this selection. The rest of the instructions
in this procedure are based on this assumption.

%R Internet Information Services Lockdown Wizard

Select Server Template =

You can eazily configure this server by selecting the termplate that most closely “'ﬂj’

matches its role.

Select the template that most closely matches the role of this server. To view the settings for this
template, selsct the Visw template settings check bow, and then click Nest,

Server templates:

Small Business Server 2000

Exchange Server 5.5 [Outlook Web Access)

Exchange Server 2000 [0'wid, PF Management, IM, SMTP, HMNTP)
SharePaint Portal Server

FrontPage Server Extensions

SharePoint Team Services

BizTalk Server 2000

Commerce Server 2000

Fromy Server
Static web
D yharic F enablad] ]
Other [Server that does not match any of the listed roles) ;I

Sarvmr that dnse nat reo e 115

™ View template settings

| v

< Back I Hext > I Cancel | Help

5. To filter incoming requests to your Hercules Server, Hercules Channel Server, or
File Download Server, Citadel recommends you select Install URLScan filter on
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the server. Click Next.

B Internet Information Services Lockdown . |
URLScan ==
URLScan improves the security of this server. =0

URLScan screens all incoming requests to this server and filters them based on a set of
rles. You can customize the rules based on the rals of your server,

W Install URLS can fiiter on the SEIVER

Impartant: The zerver template that you've selected chooses a filter configuration that most clozely
matches pour server enviranment. Far some server environments, it may enable functionality pou do
ot require, for athers it may disable functionality wou need. After completing the Intemet Information
Services Lockdovwn ‘Wizard, Microzoft recommends you read the R Lscan documentation. and une
the URLS can.ini file to mest pour specific needs. |n addition, remember that no tool replaces the
need for imely installation of service packs and hotfises. For mare information, click Help.

< Back I Mext > I Cancel | Help |

The final page, Ready to Apply Settings, displays the configuration you selected to
apply to your Hercules Server, Hercules Channel Server, or File Download Server.

6. Before proceeding, you will need to stop some services. From the desktop, select
Start > Programs > Administrative Tools > Services.

7. In the Services window right-hand pane, scroll to locate Hercules Client
Management Service and right-click on it. Select Stop.

Services

ﬂ Action  iew || A ">|

i m | B2 e m ]

Tree I Mame 7/ I Description l Status | Startup Type AI
W %Fax Service Helps you send and rec... Mariual
%File Replication Maintains File synchroni, .. Manual
File Server For Macintosh Enables Macintosh user,,,  Started Automatic
%FTP Publishing Service Provides FTP connectiv,..  Started Aubomatic
%Hercules 3.0 Download Service Started Butornatic
%Hercules 3.0 ¥Flash Service Hercules 3.0 WFlash Se...  Started Autornatic
%Hercules Clignt Skarked Bukarnatic
C trol of Herc, .. FrwT, :
5%Hercules Walidator Ste e
. ; 235 5 Skop
%IIS Adrmin Service Allows administration o,..  Ste T
%Indexing Service Indexes contents and ... I:aI'J'SE
%Internet Authentication Service Enables suthentication... Stz -
%Internet Connection Sharing Provides netwark addr,. Restart
%Intersite Messaging Allows sending and rec... All Tasks »
%IPSEC Palicy Agent Manages IP security po... Ske
%Kerberos Key Distribution Center Generakes session key... i
%License Logging Service 5tz Properties
%Logical Disk Manager Logical Disk Manager W.., Stz——
g‘%Logical Disk Manager Administrativ... Administrative service F,.. Help
Message Queving Provides a communicati...  Started Inutomatic _ILI
A 3

8. Repeat step 7 to stop Hercules 3.0 Download Service and Hercules 3.0 Vflash
Service.
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Note: If you do not manually stop these services, the IIS Lockdown will fail to
apply your configuration.

9. Once these services are stopped, click Next to apply the settings.

&4 Internet Information Services Lockdown Wizard x|

Ready to Apply Settings
You can now apply the security settings you selected.

Selzcted changes:

Dizable Index Server 'Web Interface [ida, htw, .ida)' seript map -
Dizable '|nternet Data Connector [Lide] script map

Dizable 'Server side includes [.zhtml, .shtm, .stm)’ cript map

Digable "HTR scripting [ hir]' zcript map

Dizable 'lnternet printing [, printer] zcript map

Remoyve the printer wirtual directony

Dizable web Distibuted Authanng and Wersioning [weblish]

Set file permizzions to present anongmous |15 users friom wiiting o content directaries

Set file permizzions to prevent ahonpmous 1S users from running systen ubilities

Install URLScan filker on the server ;I

Ta change your selections, click Back. To apply the new settings, click Mest.

Cancel | Help |

10. Wait while IIS Lockdown applies your configuration and installs URLScan. When
completed, click Next.

%, Internet Information Services Lockdown Wizard |

Applying Security Settings
Flease wait while the wizard applies the security settings you selected.

Status:

Remaving Seripts virtual dirsctany.., :l
Remarving |15admin virwal directon..

Remaoving ||S&dmin web site....

Remaoving lI1SHelp wirtual directany...

Denping execute permizzion for spstem wtiliies to anonpmaous user account...
Denying wiite permizsions to web content directories o ananymous User account...
Dizabling smtpswe Service...

Dizabling msftpsve Service.

Dizabling nrtpsswe Service...

Fiestarting web service. ..

Finizhed.

-

“iew Report |

< Back I Hest > I Eance Help
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11. To exit the wizard, click Finish.

'il{‘ Internet Information Services Lockdown Wizard : il

- Completing the Internet
Information Services Lockdown
Wizard

You have suscessiully completed the [rtermet Information
Services Lockdown Wizard, To view the curent settings,
open the Oblt-log.log file in the Zwindiris\system32hingtsry
directory,

Ta restare thiz gerver to ity previous settings, run this wizard
again.

To close this wizard, click Finish.

< Back Carce | Help |

12. After completing the installation of URLScan, you will need to moditfy its
configuration for proper Hercules Server, Hercules Channel Server, or File
Download Server functionality. The URLScan configuration file, urlscan. ini, is
located by default in

<SystemRoot>\System32\inetsrv\urlscan
where <SystemRoot> is your root directory path, for example

C:\WINNT\System32\inetsrv\urlscan
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13. Open the urlscan. ini file and find the section labeled [AllowExtensions]. Add
.exe to the list of allowed extensions, as shown below.

& urlscan - otepad

Bl D Fomnat Hel

:
: Home that these enteies are effective if “uses]lowExcensfons=1"
;15 set in the [oprions] sectlon abave.

g

-aszp
_car
- adx
-asa
- htm

s
E;
3
3,

- :pr Aner
’[nenys wrensions]

; Extensions Tistad here either run code directly on the serwar,
: zre processed a: soripes. or are static files that are
: generz1ly not intendad to be served out.

; Hote that thesz entries are sffective if “UsedlTmwExtensions=0"
: s set dn the [options] section abave
g

oary axecutables that could run on the server
e

. bat

- <ol

- O

: Dery infrequentTy usaed scriqts

e i Maps to webhits.d17. part of Index Server
Lida i Maps to iggq.d]1], part of Index Server

- idg 3 Maps to 98g.d77, part of Index Servar

g
; Extensions Tisted here are comnonly wied on 4 typical IIS server,

&

14. In the urlscan. ini file, locate the section labeled [DenyExtensions] and remove
.exe from the list. You can do this either by deleting the entry or by adding a
semicolon in front of the entry (shown below) to comment it out.

printer
[oenyExtensians]

s Extensions Tisted here either run code directly o the server,
; are grocessed as scripes, or are static files that are
s generally not imtendad 1o be served out.

s
; Hote that these entries are effective if “UsedllmExtensions=0"
3 15 s2t in the [options] section above,

3 Dery executables that could run on the server

hat
o
Lo

s Dery irfrequently used scr"lqts

w5 Kaps to webhits.d1l, part of Indec server
da 5 Raps to idg.dll, part of Index Server
idg 5 maps to idg.d1l, part of Index Server

il

Ld

15.

| H

You must also modify the group membership of the HerculesServer local user on

your Hercules Server, Hercules Channel Server, or File Download Server. To do
this, select Start > Programs > Administrative Tools > Computer Management.
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16. Expand the Local Users and Groups node and select the Groups folder.

E Computer Management

] Actlon Ylew |@-§||EE| =2

Tree I Mame l Description l

=

Computer Management (Local)
m System Toals
[#1-| ] Evertt Yiewer

& nriristrators
Q Bachup Operators

g Guasts

Administrakors have complete and u...
Backup Operators can override secu..,
Guests have the same access as me...

[+ System Information chwer Users Power Users possess most administr, ..
cf ﬁ Performance Logs and Alerts 4 Replicatar Supports file replication in a domain
[#-g.o Shared Folders gl.lgars Users are prevented from making ac...
- % Device Manager 20 Heroules Users
[l 4 Local Users and Groups gweb Anorymous Users  quests of web sarvice
- L—l Users web Applications web spplications run as these users

= § Storage
(1 Disk Management
- B‘\. Disk Defragmenter
= Logical Drives
=g Removable Storage
[#- % Services and Applications

17. In the right-hand pane, double-click Web Anonymous Users group.

18. In the members pane at the bottom, select HerculesServer and click Remove.

2

‘Web Anonymous Users Properties

L $
& 1UsR_HERCSEC-20005

Add... | Eemove
o]

Loy |

Cancel |

19. From the desktop, select Start > Programs > Administrative Tools > Component

Services.
20.
21.

In the Component Services window navigation pane, click Services.

Right-click on World Wide Web Publishing Service and click Stop. Then right-
click on it again and click Start.

22. Start the Hercules 3.0 VFlash Service, Hercules Client Management Service, and

Hercules 3.0 Download Service.
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3. Securing Hercules. Folders & Files

Securing Directories and Files for Hercules Server

These procedures describe how to configure Access Control List (ACL) settings to
restrict access to the Hercules Server, the Hercules Channel Server, or the File
Download Server from the Hercules Administrator. During the installation of the
servers, the system creates the Hercules Users group. Hercules grants this group full
rights to access the Hercules Server, Hercules Channel Server, or the File Download
Server from the Hercules Administrator, without granting the group full administrative
control of the machine on which it is running.

To limit access to the Hercules Server, Hercules Channel Server or File Download
Server, you must restrict access to certain Hercules files and turn off anonymous access
to the servers.

Restricting User and Group Access to Any Type of Hercules Server

Restrict User and Group Access in Windows 2000

You must disable access to the Hercules Server, Hercules Channel Server and File
Download Server for all unnecessary users. The following users should be the only
ones that remain active: Administrator, ASPNET, HerculesServer, and
IWAM_<ServerName>. Additional users assigned to administer the Hercules Server
should be added to the Administrator group and/or the Hercules Users group. The
following procedure describes how to disable access to unnecessary users and groups:

1. From the Hercules Server, Hercules Channel Server, or File Download Server
desktop, select Start > Programs > Administrative Tools > Computer Management.

2. In the Computer Management window, expand System Tools to display Users.

E: Computer Management !E n
(=] File Action Wiew Window Hep | -8 =
e | BHE XEFE 2
Q Computer Management {Local) Mame | Full Marme ] Disscription
B 3!@ System Toals ﬁﬂdministratnr Built-in account for administering k-
il (3] Event Viewer ASP.NET Machine Account  Account used For runring the ASP |
'T: %Sha'enl Folders - fiGuest Eiullt-in account For guest access o
& f;a::usﬁrs and Groups ﬁHmculﬁScm:r HerculesServer Hercules User
o G:L:s & 1usk_HERCU... Tnkernst Guest Accourk Built-in accounk for anonymous scc
e ﬁ Performance Logs and Alerts ﬂIWAM_HERC... Launch 115 Process Account Built-in account For Internet Inform
‘.% Device Manager QSQIDehugger SQLDebugger This user accaunk is used by the i
=t E'J ;Lorage £SLIPPORT_38... Chl=Microsaoft Corporation...  This is a vendor's accounk for the -
=1 E} Removable Storage
- B Disk Defragmenter
e Disk Management
[ % Services and Applications
< [>] ][] i =
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To disable guests, in the right-hand pane, select Guest and double-click on it.

In the Guest Properties dialog box, select the Account is disabled check box and

click OK.

Guest Properties

Remote control I

General | Member Of
@ Guest

FEull name:

Description:

™| Wser must change password &t nest logon

V¥ User cannot change password

v

:_'_'c:count iz disalgledg_

I~ | Eccount is lacked out

Built-in account for guest access to the computer/d

Password never expires

Diakin |

Terminal Services Profile I
I Prafile I Environment I Sessions

QK I Cancel | Apply |

5. Repeat steps 3 and 4 for all other unnecessary users. The results are displayed in
the Computer Management window, right-hand pane:

= Fle Action  View Window Help

=] E3
| =i

& =» A& 2

g Compuber Managemert (Local)
=] il System Tools
-] Event Viever
Hl-g.d Shared Foldars
g Local Users and Groups
1 Users
] Groups

=} Device Manager
24 Storage
[+ &3¢ Removable Storage:
¢ Disk Defragmenter
Disk Management
{8 Services and Appications

s

1

o] % Performance Logs and Alerts

5 uppoRT 3339450

ame [ Pl ame | Deseriprion
Adrriristrator Built-in account for adminstering the computer]
ASPHET ASPLMET Machine Account  Account used for runring the ASPNET worker ¢
ﬂ Guest Bult-in azcount for guest access to the camput
] Herculesserver HerculesSeryer Heseules Liser
2 1L5R,_HERCULES? Internet Guest Aooount Built-in acoouni for anorymous access bo Intarr
o} A _HEROULESZ Launch 115 Process Account  Built-in aczount for Irkernet Informakion Serdce
45 s0LDebugger S0LDebugger This user account is used by the Yisual Soudio &

Ch=Mcroscft Covparation...

This is & vendar's account For the Help and Supy

6.
7.

In the left-hand pane, select the Groups folder.

In the right-hand pane, select Guest and double-click on it.
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8. In the Guests Properties dialog box, in the Members list, select all the members

listed and click Remove.

Guests Properties

General I

g Guests

[2]x]

Deseriplion: . encepl for the Guest account which is furthes resticled

_HERCLLES?

Add... Bemove

Cancel ] Anpt

o]

Restrict User and Group Access in Windows 2003

The procedures for restricting user and group access in Windows 2003 are the same as
those for Windows 2000, except that you need to restrict two groups.

1. Follow steps 1-7 in "Restrict User and Group Access in Windows 2000" on page 3-1.

2. In the Guests Properties dialog box, in the Members list, select all the members

listed and click Remove.

Guests Properties

General |

@ Guests

Description:

Members:

. except for the Guest account which is further restricted

_HERCULES3

Add... | Hemove |

o]

Cancel |

Lppli |

3. In the Computer Management window, in the left-hand pane, select the Groups

folder.

4. In the right-hand pane, select HelpServicesGroup and double-click on it.
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5. In the HelpServicesGroup Properties dialog box, in the Members list, select the
Support_388945a0 member and click Remove.

HelpServicesGroup Properties ﬂ E

General |

@ HelpServicesGroup

Description: Group for the Help and Support Center

Members:

Add... | Hemove |

QK I Cancel | Lpply |

Restricting Access to Hercules Working Directories

You should restrict access to the Hercules working directory in the Hercules Server,
Hercules Channel Server, and File Download Server installations. By default, Hercules
will install to C:\ProgramFiles\Citadel.

Restrict Access to Hercules Working Directory in Windows 2000
1. Navigate to <Hercules Install Path>\ Citadel and right-click on it. Select Properties.
2. In the Citadel Properties dialog box, click on the Security tab.

3. Clear the Allow inheritable permissions check box near the bottom.

Citadel Properties 2=l

Generall ‘weh Sharing | Sharing  Security |

Mame - Add...

[ <4 dministrators [HERCSEC- fir
€7 CREATOR DWNER ﬂl

!ﬁ Power Ugers [HERCSEC-20005%Power L=
€7 SYSTEM

TERMIMNAI SERVER ISER hd
] | »
Permizsions: Allow Deny
Full Cantrol
Modify

Read & Execute
Lizt Folder Contents
Read

write

Advanced... |

v Allow inheritable permissions from parent to propagate to this
obj

QK I Cancel Lpply

DEEEEAE
Oooooon
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4. Toremove inheritable permissions, click Remove at the prompt.

x|

*Y'ou are preventing any inheritable permizzions from propagating to this

@ object. what do you want to da?

- To copy previously inherited permizzions ta thiz object, click Copy.

- To Remove the inherited permizzions and keep only the permizzions
explicitly specified on this object, click Remove.

- To abaort thiz operation, click Cancel.

Bemove | Cancel |

5. In the Citadel Properties dialog box, click the Add button near the top.

6. In the Look in drop-down list, change the location to your local system.

i Select Users or Groups ﬂﬂ
Lookin: [} HERCSEC-20005 =

Mame | |n Folder | -
!ﬁ Evervone

@Authenticated Users
€5 ANONYMOUS LOGON
€TEATCH

€T CREATOR OWwWNER
¢TI CREATOR GROUP

T DIALUP =

pdd ||| Eheckames |

7. From the list at the top, select CREATOR OWNER, SYSTEM, Administrators, and
Hercules Users and click Add.

i Select Users or Groups - ﬂﬂ
Lookin: [} HERCSEC-20005 [
| |n Folder | ;I
HERCSEC-20003
HERCSEC-20003
HERCSEC-20003
@Hercules Users HERCSEC-20005
gw’eb Anonymous Users HERCSEC-20005
gw’eb Applications HERCSEC-20005 j

i | Check Names

CREATOR O'WNER : 5Y'STEM : HERCSE C-20005 \Administrators : HERCSE C-200054\Hercules Users

()3 I Cancel

8. To apply the changes, click OK.
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9. In the Citadel Properties dialog box, from the list near the top, select
Administrators and then select the Full Control check box under Allow.

Citadel Properties 2=l

Generall ‘web Sharingl Sharing  Security |

Name | Add..

!ﬁ Adminiztrators [HERCSE C-20005 \Administ...
€7 CREATOR DWNER ﬂl

!ﬁ Hercules Users HERCSEC-200054Hercul...

€7 SYSTEM

Permiszions: Allow Deny
Full Control O
Moty a
Fead & Execute O
Lizt Folder Contents O
Read O
Wirite: O

Advanced... |

- Allow inheritable permissions from parent to propagate to this

ohject
QK I Cancel | Apply |

10. Repeat step 9 for each of the users you added in step 7.

11. Click OK to apply these permissions.

Restrict Access to Hercules Working Directory in Windows 2003

1. Navigate to <Hercules Install Path>\ Citadel and right-click on it. Select Properties.
2. In the Citadel Properties dialog box, click on the Security tab.

Citadel Properties 2=l

Generall Sharing  Security |W’eb Sharingl Eustomizel

Group or user names:

[<d

€7 CREATOR DWwWHER
!ﬁ Power Uzers [HERCSEC-2K.3\Pawer Uzers]
€7 SYSTEM

TEBMINAI SERVER |ISER hd
. i
Add. | Bemove |
Permizzgions for Administrators Allow Deny
Full Contral O =
Madity a
Fead & Execute O
Lizt Folder Contents O
Read O
write O LI

For special permissions or for advanced settings, Advanced |
click Advanced. —
0K I Cancel | Apply |

3. Click on the Advanced button near the bottom.
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4. Clear the Allow inheritable permissions check box near the bottom.

Advanced Security Settings for Citadel 2=l

Pemissions |Auditing| Dwnerl Effective Permissionsl

To view more information about special permissions, select a permission entry, and then click Edit.

Permizzion entries:

A, HEHLCSEL
Allow Power Uzers [HERLC.

Modiny Ex\Progiam Filesh, T his folder, subfolder...

Allow Administrators [HER...  Full Contral C:\Program Files'  This folder, subfolder...

Allow SYSTEM Full Control C:\Program Files'  This folder, subfolder...

Allow CREATOR OWNER Full Control C:\Program Filesh  Subfolders and files ...

Allow TERMIMAL SERVE...  Modify C:\Program Files'  This folder, subfolder...
Add... Edi... Eemove

v Allow inheritable permizsions from the parent to propagate ta thiz object and all child objects. Include
theze with entries explicitly defined here.

™ Replace permission entries on all child obiects with entries shown here that apply to child objects

Leam maore about access contral.

QK I Cancel | Lpply |

5. To remove inheritable permissions, click Remove at the prompt.

x|

*Y'ou are preventing any inheritable permizzions from propagating to this

@ object. what do you want to da?

- To copy previously inherited permizzions ta thiz object, click Copy.

- To Remove the inherited permizzions and keep only the permizzions
explicitly specified on this object, click Remove.

- To abaort thiz operation, click Cancel.

Lopy Bemove | Cancel |

6. In the Advanced Security Settings dialog box, click the Add button.
The Select User, Computer, or Group dialog box displays.

Select User, Computer, or Group 2=l

Select thiz object type:

IUser, Group, or Built-in zecurity principal Object Types... |

FEram this location:

IHercSec.IocaI Locations... |

Enter the object name to select [examples):

[ LEheck Hames |

Advanced... | )4 | Cancel |

4

7. Click on the Locations button.
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8. Select your local server and click OK.

2|

Select the location you want to search,

Location:

2 Entire Directory
@ HercSec.local

9. In the Select User or Group dialog box, click Advanced.

Select User or Group 2=l

Select thiz object type:

IUser, Group, or Built-in zecurity principal Object Types... |

FEram this location:
IHEHESEE-2K3 Locations...

Enter the object name to select [examples):

[ LEheck Hames

Advanced... | )4 | Cancel |

10. To search for the list of Local Users, click Find Now.

Select User or Group 2=l

Select thiz object type:

IUser, Group, or Built-in zecurity principal Object Types... |

FEram this location:

IHEHESEE-2K3 Locations... |

Common Queries |

M Eme: IStarts with j I Calums... |
Dessiptions [Statswith 2] |
™| Disabled aceourts Stop |

I | Mo expiting password

[ayz since |5zt lagom: I 'l

()3 | Cancel

Search results:

Mame [ROM In Faolder
o

trator HERC

3

@Adminlstrators HERCSEC-2K3
€ ANONYMOL... | |
€7 ASPMET HERCSEC-2K3

@Authenticated...

@Backup Oper.. HERCSEC-2K3
€TEATCH

€T CREATOR G...

€T CREATORO..

-

11. From the Search results list, select Administrators and click OK. This will add the




Hercules Security Configuration Guide

Securing Hercules® Folders & Files

Administrators group to the Select User or Group dialog box.

Select User or Group

Select thiz object type:

IUser, Group, or Built-in zecurity principal Object Types...

FEram this location:
IHEHESEEQKB

Enter the object name to select [examples):
HERCSE C-2K3%A dministrators

Advanced... | QK I

Pk,

Locations...

LCheck Mames

Cancel |

4

12. Click OK.

13. In the Permissions Entry dialog box, click Full Control under Allow.

Permission Entry for Citadel 2=l

mﬂ

Mame: Iistrators [HERCSEC-2K 3% dminizstratars) LChange... |

Apply onto: IThis falder, subfalders and files j

Permizsions: Allow

| v

Full Cantrol

Traverse Folder / Execute File
List Folder / Flead Data

Read Attributes

Read Extended Attributes
Create Files / 'wiite Data
Create Folders / Append Data
“write Attributes

wiite Extended Attributes
Delete Subfolders and Files
Delete

Read Permissions

r Apply theze permissions to objects and/or Clear Al |

containers within this container only

()3 I Cancel |

1000000000000 g

[ |

14. To apply these permissions to the Citadel directory, click OK.
15. Repeat steps 9 to 14 for CREATOR OWNER, Hercules Users and SYSTEM.
16. In the Citadel Properties dialog box, click OK to finish setting permissions.
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Restricting Access to Hercules Databases

The following directory security should be applied to the Hercules Server, Hercules
Channel Server, and File Download Server installations. By default, Hercules will
install to C:\ProgramFiles.

Restrict Access to Hercules Databases in Windows 2000

1. Navigate to <Hercules Install Path>\ and right-click on the Microsoft SQL Server
folder. Then select Properties.

2. In the Microsoft SQL Server Properties dialog box, click on the Security tab.
3. Clear the Allow inheritable permissions check box near the bottom.

Microsoft SOL Server Properties 2=l

3 3 [HERCS

€7 CREATOR DWHER

!ﬁ Power Ugers [HERCSEC-20005%Power L=
€7 SYSTEM

Bemove |

TERMIMNAI SERVER ISER hd
] | »
Permizsions: Allow Deny
Full Cantrol
Modify

Read & Execute
Lizt Folder Contents
Read

write

Advanced... |

v Allow inheritable permissions from parent to propagate to this

ohject
QK I Cancel | Lpply |

DEEEEAE
Oooooon

4. To remove inheritable permissions, click Remove at the prompt.

x|

*Y'ou are preventing any inheritable permizzions from propagating to this

@ object. what do you want to da?

- To copy previously inherited permizzions ta thiz object, click Copy.

- To Remove the inherited permizzions and keep only the permizzions
explicitly specified on this object, click Remove.

- To abaort thiz operation, click Cancel.

Bemove | Cancel |

5. In the Microsoft SQL Server Properties dialog box, click the Add button near the
top.

3-10



Hercules Security Configuration Guide Securing Hercules® Folders & Files

6. In the Look in drop-down list, change the location to your local system.

i Select Users or Groups ﬂﬂ
Lookin: [} HERCSEC-20005 [

Mame | |n Folder | -
!ﬁ Evervone

@Authenticated Users
€5 ANONYMOUS LOGON
€TEATCH

€T CREATOR OWwWNER
¢TI CREATOR GROUP

T DIALUP =

pdd ||| Eheckames |

7. From the list at the top, select CREATOR OWNER, SYSTEM, Administrators, and
Hercules Users and click Add.

i Select Users or Groups ﬂﬂ
Lookin: [} HERCSEC-20005 [ |
| In Faolder | ;I
HERCSEC-20005
HERCSEC-20005
g Uszers HERCSEC-20005
@Hercules Users HERCSEC-20005
gw’eb Anonymous Users HERCSEC-20005
gw’eb Applications HERCSEC-20005 j

i | Check Names

CREATOR O'WNER : 5Y'STEM : HERCSE C-20005 \Administrators : HERCSE C-200054\Hercules Users

()3 I Cancel

4

8. To apply the changes, click OK.
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9. In the Microsoft SQL Server Properties dialog box, from the list near the top, select
Administrators and then select the Full Control check box under Allow.

Microsoft SOL Server Properties 2=l

Generall ‘weh Sharing | Sharing  Security |

MName | Add..

€7 CREATOR OWNER ﬂl

!ﬁ Hercules Users HERCSEC-20005%Hercul...
€7 SYSTEM

Permizsions: Deny

Full Cantrol

Modify

Read & Execute
Lizt Folder Contents
Read

write

Advanced... |

o Allow inheritable permizsions from parent to propagate to this

ohject
QK I Cancel | Lpply |

KRR F
oooood

10. Repeat step 9 for each of the users you added in step 7.
11. Click OK to apply these permissions.

Restrict Access to Hercules Database in Windows 2003
1. Navigate to <Hercules Install Path> and right-click on the Microsoft SQL Server
folder. Then select Properties.

2. In the Microsoft SQL Server Properties dialog box, click on the Security tab.

Generall Sharing  Security |W’eb Sharingl Eustomizel

Group or user names:
!ﬁ Adminigtrators [HERCULES 2\Administrators) j

€7 CREATOR DWNER
!ﬁ Power Users [HERCULES24Power Uszers)

€7 SYSTEM
TEBMIMAI CERVER |ISER hd
. | »
Add... | Hemove |
Permizzions for Administrators Allow Deny
Full Control
Modify

Read & Execute
List Folder Contents
Read

‘wite

|

QK | Cancel | Lpply |

DEEEEAE
Oooooon

For special permissions or for advanced settings,
click Advanced.

3. Click on the Advanced button near the bottom.
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4. Clear the Allow inheritable permissions check box near the bottom.

Advanced Security Settings for Microsoft SQL Server EHE

Pemissions |Auditing| Dwnerl Effective Permissionsl

To view more information about special permissions, select a permission entry, and then click Edit.

Permizszion entries:

Type | Mame | Permizzion | Inherited From | Apply To |

Add... Edit... Eemove

- #Allow inhentable permizzions from the parent to propagate to thiz object and all child objects. Include
i i ez explici i ElE,

™ Replace permission entries on all child obiects with entries shown here that apply to child objects

Leam more about access contral.

QK I Cancel | Apply |

5. To remove inheritable permissions, click Remove at the prompt.

x|

*Y'ou are preventing any inheritable permizzions from propagating to this

@ object. what do you want to da?

- To copy previously inherited permizzions ta thiz object, click Copy.

- To Remove the inherited permizzions and keep only the permizzions
explicitly specified on this object, click Remove.

- To abaort thiz operation, click Cancel.

Bemove | Cancel |

6. In the Advanced Security Settings dialog box, click the Add button.
The Select User, Computer, or Group dialog box displays.

Select User, Computer, or Group 2=l

Select thiz object type:

IUser, Group, or Built-in zecurity principal Object Types... |

FEram this location:

IHercSec.IocaI Locations... |

Enter the object name to select [examples):

[ LEheck Hames |

Advanced... | )4 | Cancel |

4

7. Click on the Locations button.
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8. Select your local server and click OK.

2|

Select the location you want to search,

Location:

Entire Directory
@ HercSec.local

9. In the Select User or Group dialog box, click Advanced.

Select User or Group 2=l

Select thiz object type:

IUser, Group, or Built-in zecurity principal Object Types... |

FEram this location:
IHEHESEE-2K3 Locations...

Enter the object name to select [examples):

[ LEheck Hames

Advanced... | )4 | Cancel |

10. To search for the list of Local Users, click Find Now.

Select User or Group 2=l

Select thiz object type:

IUser, Group, or Built-in zecurity principal Object Types... |

FEram this location:

IHEHESEE-2K3 Locations... |

Common Queries |

M Eme: IStarts with j I Calums... |
Dessiptions [Statswith 2] |
™| Disabled aceourts Stop |

I | Mo expiting password

[ayz since |5zt lagom: I 'l

()3 | Cancel

Search results:

Mame [ROM In Faolder

Administrator HERL®

3

@Administrators HERCSEC-2K3
€ ANONYMOL... | |
€7 ASPNET HERCSEC-2K3

@Authenticated...

!ﬁ Backup Oper.. HERCSEC-2K3

€TEATCH

€T CREATOR G...

€T CREATORO..

€ DIALUP

€7 Evervone =
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11. From the Search results list, select Administrators and click OK. This will add the

Administrators group to the Select User or Group dialog box.

Select User or Group

Select thiz object type:

2|

IUser, Group, or Built-in zecurity principal Object Types... |

FEram this location:

IHEHESEE-2K3 Locations... |

Enter the object name to select [examples):

Advanced... | QK I

HERCSEC-2K.3\&dministrators LCheck Names |

Cancel |

4

12. Click OK.
13. In the Permissions Entry dialog box, click Full Control under Allow.
Permission Entry for Microsoft SQL Server HE
Obiect |
Mame: Iinistrators [HERCULES 2\Administrators] LChange... |
Apply onto: IThis folder, subfolders and files j
Permizsions: Allow Deny
Full Contral | ——
Traverse Folder / Execute File O
List Folder / Read Data O
Read Attributes O
Read Extended Attributes O
Create Files / \Write Data O
Create Folders / Append Data O
‘Write Altributes O
‘write Extended Attributes O
Delete Subfolders and Files O
Delete o -
Read Permissions O
P Y S = =] LI
v Apply these permissions to objects and/or Clear Al |
icontainers within this container only
()8 I Cancel |

14. To apply these permissions to the Microsoft SQL Server directory, click OK.
15. Repeat steps 9 to 14 for CREATOR OWNER, Hercules Users and SYSTEM.
16. In the Citadel Properties dialog box, click OK to finish setting permissions.
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4. Configuring SSL in Hercules. System

Using SSL and Certificates in the Hercules System

This section describes how to use SSL and certificates, public and private keys, and the
different types of certificates and certificate authorities. It also includes information on
how to prepare to configure SSL in Hercules Servers.

Using SSL and Certificates

Secure Socket Layer (SSL) is the standard security protocol for secure communications
over the Internet. SSL allows for a secure pipe to be established between two entities.
SSL uses digital certificates in transactions to validate that both parties are who they say
they are. In Level 2, Hercules addresses best practices for security and uses SSL to
provide strong authentication, as well as encryption.

Public and Private Key Certificates and Certificate Authority

A public-key certificate (PKC) is a digital certificate that attests that an entity, such as
the Hercules Client, is bound to a public key value. The certification comes from a third
party, called a Certificate Authority (CA). A certificate contains the name and public
key component of the user and vouches to the truth and accuracy of the information it
contains.

To use certificates successfully, you must have a general understanding of how
certificates work. Following are some useful references:

= "Certificates" on page R-2, from Microsoft TechNet

= "Guide to Secure Configuration and Administration of Microsoft IIS 5.0" on page R-
1

Certificate Types

Depending on the type of authentication, Hercules requires three types of certificates,
CA root certificates, CA server certificates, and CA client certificates. The CA server
certificate contains a public key for the Hercules Server or the Hercules Download
Server and the CA client certificate contains a public key for the Hercules Client. The
CA certificate, also known as a CA root certificate, contains a private key that
represents the last step in a validation chain and indicates that the public and private
keys are valid. Every time a Client connects with the Hercules Server or the Hercules
Download Server, their public keys are validated with the CA root certificate, before a
connection can be established.

Hercules Server and Hercules Download Server Certificates

For one-way and two-way authentication, the Hercules Server needs a CA root
certificate and a unique CA server certificate. For communicating across the network,
the Hercules Download Server also needs a CA root certificate and a unique CA
certificate. For additional information, see "How to Set Up SSL on a Web Server" on
page R-2.
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Hercules Client Certificates

For one-way and two-way authentication, the Hercules Client needs a CA root
certificate. For two-way authentication, the Hercules Client also needs a unique CA
client certificate. For additional information, see "How to Set Up Client Certificates” on
page R-2.

Certificate Authority

There are many ways to obtain certificates for Hercules, but the easiest way is to
purchase a certificate from a third-party CA. You can also create your own CA (see
"Step-by-Step Guide to Setting Up a Certification Authority" on page R-2). For
additional information on how to set up a certificate authority using Microsoft
Certificate Services, see "Microsoft Certificate Services Using Windows Server 2003" on
page R-2.

Preparing to Configure SSL in Hercules Servers

The Hercules system can operate in a standalone localhost mode where communication
among the three Hercules servers reside within the same machine or in a distributed
environment where all Hercules components communicate across the network. This
section describes how to enable SSL and HTTP for Hercules Clients for UNIX, Linux,
and Mac OS X, how to perform additional encryption configuration of clients for
Windows NT, and how to uninstall Hercules Clients for Microsoft Windows.

Enable SSL and HTTPS for Clients for UNIX, Linux and Mac OS X

Before Hercules Clients for UNIX and Linux can be configured for secure
communications, SSL and HTTPS need to be enabled using OpenSSL. The minimum
requirements are OpenSSL 0.9.6 and OpenSSH 3.5p1, for all clients except the Mac OS
X, which requires OpenSSH 3.6p1.

Note: To enable SSL and SSH on Solaris 8, install patch 112438-01.

Verify that OpenSSL is installed by issuing the following commands:

1. To verify that OpenSSL has been installed and to get the version of OpenSSH, issue
ssh -V

2. To verify the version of OpenSSL that is installed, issue this command:
openssl version

Configure 128-bit Encryption in Hercules Clients

All Hercules Clients must be configured for 128-bit encryption. This requires
additional configuration for clients for Windows NT 4.0 Server and Windows NT 4.0
Workstation. To use 128-bit SSL communication on Windows NT, you must first install
one of these:

= 128-bit encryption Service Pack
= Microsoft Internet Explorer 6.0 with Service Pack 1
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Uninstall Hercules Clients for Microsoft Windows

If you are configuring SSL on an existing Hercules installation, Citadel recommends
that you uninstall all Hercules Clients for Microsoft Windows before configuring SSL
and reinstall them after configuring SSL. See "Reinstall Hercules Clients for Microsoft
Windows (1-Way)" on page 4-12. Follow these steps to uninstall a client using CMS (for
details, see the Hercules User’s Guide):

Note: You should not uninstall Hercules Clients for UNIX, Linux, and Mac OS
X.

1. Launch the Hercules Administrator and select the desired Hercules Server.

2. Open the Manage Device Groups window, right-click on the desired device group,
and then click Uninstall Hercules Client from Devices.

In the Navigation pane, under Operations, click Monitor device actions.

4. Monitor the status of the devices until each of their status changes from Queued to
Succeeded.

5. If a client fails to uninstall, verify that it is connected by clicking on the Device
Communications tab and keep retrying to uninstall.

All Hercules clients must be uninstalled successfully before proceeding.

6. Repeat steps 1 to 5 for all device groups in the server.
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Configuring SSL in Hercules System Using Localhost Mode

This section describes how to configure SSL in the Hercules system to use one-way and
two-way authentication while operating in localhost mode, where communications
between the Hercules Server (HS), the Hercules Download Server (FDS) and the
Hercules Channel Server (HCS) reside within the same machine.

Configuring Hercules to Use Certificates With 1-Way Authentication

The following graphic illustrates the process for 1-way authentication. The Hercules
Server requests a CA server certificate and the CA root certificate, while the Hercules
Client independently requests the CA root certificate. The Hercules Client uses the CA
root certificate to authenticate the Hercules Server’s CA server certificate, which allows
the Hercules Client to authenticate the Hercules Server’s communication. The Hercules
Administrator supports the same secure communications as the Hercules Client.

Certificate
Authority
(CA)

Get CA server

Install CA root e
certificates

certificate validation
& CAHS
e from CA
certificate Install CA
root
certificate
Hercules Hercules on Client
Channel Download
Server Server
(HCS) (HDS)
ercules Hercules
Server Client
CA Root Certificaté‘*——a,x\ - _~"CA Root Certificate

CA HS Certificate 1-way authentication -

CA HS Certificate

Overview of Setting Up SSL and Certificates in Hercules (1-Way)

This section describes the following procedures for setting up SSL communication
capability on Hercules and enabling SSL communications between the Hercules Server
and the Hercules Administrator and Clients:

1. "Requesting and Installing CA Certificates on the Hercules Server (1-Way)" on page
4-5

"Uninstall Hercules Clients for Microsoft Windows" on page 4-3

3. "Configure Hercules Clients for UNIX to use CA Root Certificate (1-Way)" on page
4-5

4. "Configure the Hercules Administrator to use SSL (1-Way only)" on page 4-6

5. "Configure Server URLs to Use HTTPS (1-Way)" on page 4-6

6. "Configure HTTPS Communications to Work with CMS (1-Way only)" on page 4-8

7. "Modify Hercules Server URL from HTTP to HTTPS in hclient.conf" on page 4-10

8. "Configure IIS to Require SSL Access (1-Way)" on page 4-11
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9. '"Reinstall Hercules Clients for Microsoft Windows (1-Way)" on page 4-12
10. "Restart Hercules Clients for UNIX, Linux, and Mac OS X" on page 4-13

Requesting and Installing CA Certificates on the Hercules Server (1-Way)

This section describes the procedures for retrieving, a CA root certificate and requesting
and installing the CA server certificate:

Note: You will not be able to use the IP address of the machine to connect via
SSL unless you have created a certificate for an IP address, rather than a host
name.

1. Retrieve the CA root certificate.

2. Request a CA server certificate from your CA. For details, see "Hercules Server and
Hercules Download Server Certificates" on page 4-1.

Issue the CA server certificate.

4. Install the CA server certificate on the Web server. For details, see "Hercules Server
and Hercules Download Server Certificates” on page 4-1.

Retrieve and Install the CA Root Certificate for Clients for Windows

This procedure is not required if you already have a CA root certificate. The Hercules
Client and the Hercules Administrator need SSL plus the CA root certificate in one-way
authentication. These steps provide some assistance to install the CA root certificate in
either the Hercules Administrator or the Client for Microsoft Windows:

1. Retrieve the CA root certificate.

2. To install the CA root certificate, from the desktop, browse to locate the certificate
file and double-click on it to open the Certificate window.

3. Click Install Certificate to start the Certificate Import wizard. In the Welcome
page, click Next.

Select Place all certificates in the following store and click Browse.
Select Show physical stores.

4
5
6. Select Local Computer under the Trusted Root Certificate Store.
7. Click OK and then click Next.

8

The wizard displays the settings. Click Finish to exit the wizard.

Configure Hercules Clients for UNIX to use CA Root Certificate (1-Way)

Follow these steps to configure Hercules Clients for UNIX and Linux to use certificates
in one-way authentication:

1. "Enable SSL and HTTPS for Clients for UNIX, Linux and Mac OS X" on page 4-2.

2. Download the CA root certificate to the Hercules Client.

3. Browse to the directory where you downloaded the CA root certificate.

4. To trust the CA that signed the CA server certificate, issue this command:
openssl x509 -hash -noout -in <CACertFile>

where <CACertFile> is the name of the certificate file you downloaded in step 2.
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5. Now issue this command, using the hash generated in step 4:
In -s <ca cert file> <hash>.0
6. Add the following entries to \opt\citadel\Hercules\hclient._conf:

ca_directory=<path where root CA certificates are located>

Configure the Hercules Administrator to use SSL (1-Way only)
The Hercules Administrator needs SSL plus the CA root certificate.

1. If you do not have a CA root certificate already installed, "Retrieve and Install the
CA Root Certificate for Clients for Windows" on page 4-5.

2. From the Hercules Administrator, in the navigation pane click Servers.
In the Hercules servers list, right-click on the desired server and click Edit.
4. In the Identification tab, change the Connection URL to
https://<CommonName>

where <CommonName> must match the Common Name on the server SSL
certificate

Edit Hercules Server

dentfication | authentication | Proxy | Advanced |
Display name:
|rrza

httpstiinzs

Motes:

t_‘) Display narne identifies serwer in Herculas;
connection URL is HTTP address used to
communicate with sencer notes are optional.

5. To verify your connection to the Hercules Server, click the Test Server button.

6. Click OK to save the changes.

Configure Server URLs to Use HTTPS (1-Way)

Reconfigure various server URLs used by the Hercules system by changing HTTP to
HTTPS. The following procedure can be used either if you are installing the Hercules
system for the first time or configuring SSL and certificates on an existing installation:

1. Launch the Hercules Administrator and select a Hercules Server.
2. In the Navigation pane, click Manage device groups,

3. in the Manage Device Groups window, right-click the desired device group and
click Edit Device Group.

4. In the Edit Device Groups dialog box, click the Advanced tab.




Hercules Security Configuration Guide

Configuring SSL in Hercules® System

5.

10.

Change the Hercules Server URL and the Hercules Download Server URL stored
by Hercules Clients from HTTP to HTTPS.

Edit Device Group

General | Device | 55H Public key | Advanced |

Remediation session history depth:  [4 Entries

Download server LRL:

Hercules server URL! TesH 'https;ﬁln,o,E.S. 126

Tes{ [https: /110,065,126

K H Cancel ]

|

Verify that the Hercules Server URL and the Hercules Download Server URL match
the Common Name on the certificate for each server.

From the Tools menu, click Connect to Hercules Channel Server.

In the Connect to Server dialog box, select Hercules Hercules Download Server
and type Server URL using HTTPS.

In the Manage and Configure Hercules Hercules Download Server web page, click
Edit Hercules Hercules Download Server Settings.

In the Edit Hercules Hercules Download Server Settings web page, change the
HTTP settings to HTTPS for the Hercules Channel Server URL, File access URL
and Reply server URL.

= Hercules File Download Server Home > Edit Hercules File Download Server Settings

& Edit Hercules File Download Server Settings

Edit settings used by this server to successfully download and store files,

Internet Access
Ths server gets files by:

® Downloading them directly from the internet

O Copying them from a local Hercules File Download Server:

Server and File Locations
Hercules Channel Server URL:

File storage Folder: A
del\Hercules 3.00Download ServeriwebiPatchi

Fllé access UBL: :
|https: j{RR26/PatchRepository)

Reply server URL (advanced):
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11. Verify that the Hercules Channel Server URL matches the Common Name on the
certificate for each server.

12. In the Navigation pane, click Servers.
13. Right-click on the desired Hercules Server on the list and then click Edit Server.

14. In the Edit Hercules Server dialog box, click the Advanced tab and then click the
Advanced button.

15. In the Edit Advanced Server Settings dialog box, change Hercules Channel Server
URL from HTTP to HTTPS.

Edit Advanced Server Settings

Hercules Channel Server LIRL:
httpshif10.0.64.102] | K

9) Sample Hercules Channel Senver URLs:

hitpefhes, htepihercules-channel, Cancel

i

16. Verify that the Hercules Channel Server URL matches the Common Name on the
certificate for each server.

Configure HTTPS Communications to Work with CMS (1-Way only)

The Hercules Server configuration must also be modified to use HTTPS; follow these
steps:

1. From the Hercules Server desktop, select Start > Run and type in
cmd

2. At the DOS prompt, change to the Hercules install directory:
<Install Directory>\Citadel\Hercules\Services

3. To configure the Hercules Server URL for HTTPS, type in
ClientMgrService -install

4. When the Hercules Server Configuration dialog box displays, click New to enable
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the credentials textboxes..

Client Management Service {(CMS) Configuration [ x]
Client credential configuration | Hercules server configuration I

The Hercules Client Management Service (CM3) requires a domain administrakor

or administratar-Privieged account ko perform operations such as Hercules Client
install, Remediate Mow, or Reboot on managed devices.

Flease supply existing credentials that have sufficient administrative rights
to the systems you wish to manage.

Accounts:

ew I Update I Deleke |

Domaintser; Password:

I ,':|a'|,de\-' I Apply |

oK I Cancel |

5. In User Name, type in <domain>\<user name>. Then type in the user’s password
and click OK.

Note: The user name must be valid on the Hercules Server machine.
6. Tab to Hercules server configuration.
Client Management Service {(CMS) Configuration

Client credential configuration  Hercules server configuration I

T oeryver LRL
The Hercules Server LRL is the Fully qualified host name, 1P address, or
"httpifflocalhost", For example, https:ifserver . domain.ext or htbpiffxx.x.x

Server URL;

I http:fflocalbosk

~ Server Credentials
In & twpical deployment credentials are nat required. However, if the security
configuration has been altered, credentials may be necessary,

DomainiUser:

Password:

I Tesk I

oK I Cancel |

7. For Server URL, change HTTP to HTTPS, then click OK.

8. To restart CMS, select Start > Programs > Administrative Tools > Services.
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9. In the Services window right-hand pane, scroll to locate Hercules Client
Management Service and right-click on it. Select Restart.

| acon vew || = = |2 m| BB (2] a1 »

Tree l Name / | Description | Skatus | Startup Type I Log ©n As | ‘_I
W %Event Log Logs everk..,  Skarted Aukornatic LaocalSyskem
%Fax Service Helps you ... Manual LocalSystem
%FHE Replication Maintains Fi... Manual LocalSystem
%File Server for Maci... Enables Ma... Started Autornatic LocalSystem
%FTP Publishing Service Provides F...  Started Aukomatic LocalSystem

Started Automatic LocalSystem

%Hercules 2.2 VFlash... Hercules 2,
P Lo

Automatic

SHercules Par S0t ... Started Automatic LocalSystam
%IIS Admin e Otap ... Started Autornatic LocalSystem
%Indexing Ser  False ... Manual LocalSystem
%Intarnet Aot Resme L., Starked Aukornatic LacalSyskem
alnternet cor  Restart Manual LocalSystem
%Intarswte Met g Tasks 'S B Disabled Localystem
%IPSEC Policy —————— ... Started Autornatic LocalSystem
%Kerberos Kkes  Refresh . Disabled Local3ystem
%Licensa Logg Blonettics Started Automatic LocalSystem
%Lugital Diskh ——— k.. Started Automatic LocalSystem
%Loglcal Diskr  Help k. Manual LocalSystem
Message Queling Provides a... Started Autornatic LocalSystem
%Messanger Sends and ... Started Aukomatic LocalSystem
HMISOLEHERCULES Started Automatic LocalTystem _'.I

!Resume service Hercules Client Management Service on Local Computer | |

Modify Hercules Server URL from HTTP to HTTPS in hclient.conf

The Hercules Client for UNIX, Linux, and Mac OS X obtains its remediation
information from the Hercules Server as specified in the hclient.conf file. You must
change the URL of the server attribute in this file from HTTP to HTTPS. For details on
the client configuration file, see the Hercules User’s Guide.

1. In the Hercules Client machine, open the Hercules configuration file located at
/opt/citadel/hercules/hclient.conf

2. Modify the server property
from server = http://<servername>
to server = https://<servername>

3. Save the changes.
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Configure 1IS to Require SSL Access (1-Way)

This procedure uses Internet Services Manager to configure a virtual directory to
require SSL for access. You can require the use of SSL for specific files, directories, or
virtual directories. Hercules Clients must use the HTTPS protocol to access any such

resource.

WARNING: Once you configure for SSL access, no HTTP access will be allowed.

1. On the Hercules Server desktop, select Start > Administrative Tools > Internet

Services Manager.

2. In the Internet Information Services (IIS) Manager window, expand your server
name and then expand the Web Sites folder to display Default Web Site.

3. In the right-hand pane, locate HerculesServer. Right-click on it and then click

Properties.

4. Click the Directory Security tab.

HerculesServer Properties

Yirtual Direckary I Docurments  Directory Security |HTTP Headers I Custom Errars I

~Authentication and access contral

Enable anonymous access and edit the
w authentication methods For this resource,

i~ IP address and domain name restrictions

@ Grant or deny access to this resource using

IP addresses or Internet domain names.
Edit... |

[~ Secure communications
Require secure communications and i

enable client certificates when this Fervzr Catificats. .. |
resource is accessed, ) -

‘Wiew Certificate. .. |

Edit... |

OF | Cancel | Apply | Help |

5. Under Secure communications, click Edit.

6. If you have Hercules Clients for Windows NT 4.0 Workstation or Windows NT 4.0
Server in your network, you must first "Configure 128-bit Encryption in Hercules

Clients" on page 4-2.
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10.

Select the Require secure channel (SSL) and the Require 128-bit encryption check
boxes. Verify that Ignore client certificates is selected.

Note: Clients browsing to this virtual directory from now on will have to use
HTTPS.

Secure Communications E
¥ Require secure channel (S5L)
P R "

i~ Client certificates
' Ignore client certificates
" Accept client certificates
" Require client certificates

[ Enable client certificate mapping

Client certificates can be mapped ko Windows user
accounts, This allows access control ko resources using .
client certificates. Edit.. |

OF I Cancel | Help |

Click OK, and then click OK again to close the Properties dialog box.

Repeat steps 3-8 for HerculesClientService, PatchRepository, PatchService and
HerculesChannel.

Close the Internet Services Manager window. SSL is now enabled in
communications between the Hercules Server and the Administrator console and
the Clients.

Reinstall Hercules Clients for Microsoft Windows (1-Way)

If you are configuring SSL on an existing Hercules installation, Citadel recommends
that you uninstall all Hercules Clients for Microsoft Windows (see "Uninstall Hercules
Clients for Microsoft Windows" on page 4-3) before configuring SSL and reinstall them
after configuring SSL. Follow these steps to install a client using CMS:

Note: You do not need to reinstall Hercules Clients for UNIX, Linux, and Mac
OS X (see "Restart Hercules Clients for UNIX, Linux, and Mac OS X" on page 4-
13).

Launch the Hercules Administrator and select the desired Hercules Server.

Open the Manage Device Groups window, right-click on the desired device group,
and then click Install Hercules Client on Devices.

In the Navigation pane, under Operations, click Monitor device actions.

Monitor the status of the devices until each of their status changes from Queued to
Succeeded.

Repeat steps 1 to 4 for all groups in the server.
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Restart Hercules Clients for UNIX, Linux, and Mac OS X

After configuring SSL on an existing Hercules installation, Citadel recommends that
you stop and then start the Hercules Clients for UNIX, Linux and Mac OS X. The table
below describes the different start and stop commands needed for each platform

Platform Stop Command Start Command

Solaris™ /etc/init.d/hercules stop /etc/init.d/hercules start

Red Hat® /etc/rc.d/init.d/hercules stop /etc/rc.d/init.d/hercules start

AIX® /etc/hercules stop /etc/hercules start

HP-UX® /sbin/init.d/hercules stop /sbin/init.d/hercules start

Mac OS X®? | /Library/Startupltems/Hercules/ ILibrary/Startupltems/Hercules/
Hercules stop Hercules start

a. You can use sudo instead of logging in as root; instead of stop/start, you can execute:
/Library/Startupltems/Hercules/Hercules restart
Follow these steps to restart the Hercules clients for UNIX, Linux and Mac OS X:
Note: You do not need to uninstall and reinstall these clients.
1. On the client machine, from the command line, log in as root.
Note: On the Mac OS X, you can use sudo instead.

2. Issue the stop command appropriate for the client machine and wait for the system
to indicate that the client has stopped.

Note: When the command completes, the system displays a new prompt.

3. After the stop command completes, issue the start command appropriate for the
client machine.

4. Verify that the start command has completed.
Note: When the command completes, the system displays a new prompt.

5. Repeat steps 1 to 4 at each machine where the Hercules client for UNIX, Linux, or
Mac OS X is installed.
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Configuring Hercules to Use Certificates With 2-Way Authentication

The following graphic illustrates the process for 2-way authentication. The Hercules
Server or Hercules Client independently requests from the CA a CA server or CA client
certificate and the CA root certificate. The Hercules Server uses the CA root certificate
to authenticate the Hercules Client’s CA client certificate, and the Hercules Client uses
the CA root certificate to authenticate the Hercules Server’s CA server certificate. This
allows the Hercules Server and Client to authenticate each others communications.

Get HS server Certificate

Get client

certificate Authority c
validation (CA) cer_tlflc_ate
from CA validation

Install CA root Install CA root
certificate certificate

& CAHS & CA Client
certificate certificate

Hercules Hercules
Channel Download
Server Server CA HS Certificate
(HCS) (HDS) _— T
ercules Hercules
Server “‘\\\ 2-way authentication Client
HS —-_—
CA Client Certificate
CA Root Certificate CA Root Certificate
CA HS Certificate CA Client Certificate

Overview of Setting Up SSL and Certificates in Hercules (2-Way)

This section describes the following procedures for setting up SSL communication
capability on Hercules and enabling SSL communications between the Hercules Server
and the Hercules Administrator and Clients:

1. "Requesting and Installing CA Certificates on the Hercules Server (2-Way)" on page
4-15

2. "Uninstall Hercules Clients for Microsoft Windows" on page 4-3

3. "Configure Hercules Clients for Microsoft Windows to use SSL (2-Way)" on page 4-
15

4. "Configure Hercules Clients for UNIX to use CA Certificates (2-Way)" on page 4-16
"Configure Hercules URLs to Use HTTPS (2-Way)" on page 4-16

"Configure Clients for UNIX, LInux, and Mac OS X to Use HTTPS (2-Way)" on page
4-16

7. "Configure IIS to Require SSL Access and CA Client Certificates (2-Way)" on page
4-17

8. "Restart Hercules Clients for UNIX, Linux, and Mac OS X" on page 4-17
9. "Reinstall Hercules Clients for Microsoft Windows (2-Way)" on page 4-18
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Requesting and Installing CA Certificates on the Hercules Server (2-Way)

To request and install CA certificates on the Hercules Server for two-way
authentication, use the same procedures that you would use for one-way authentication
(see "Requesting and Installing CA Certificates on the Hercules Server (1-Way)" on page
4-5).

Configure Hercules Clients for Microsoft Windows to use SSL (2-Way)

In two-way certification, the Hercules Client needs SSL plus a unique CA client
certificate, in addition to the CA root certificate. This process assumes that the Hercules
Server is already configured to require client certificates, and to use https://<certificate
common name> as the URL for clients. These steps provide some assistance to set up
the client certificate portion of a secure Hercules installation:

1.

2
3.
4

o1

6
7.
8
9

"Retrieve and Install the CA Root Certificate for Clients for Windows" on page 4-5
Request CA client certificate from the CA.
Issue the CA client certificate.

To install the CA client certificate, from the Hercules Client desktop, browse to
locate the certificate file and double-click on it to open the Certificate window.

Click Install Certificate to start the Certificate Import wizard. In the Welcome
page, click Next.

Select Place all certificates in the following store and click Browse.
Select Show physical stores.

Select Local Computer under the personal Certificate Store.

Click OK and then click Next.

10. The wizard displays the settings. Click Finish to exit the wizard.
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Configure Hercules Clients for UNIX to use CA Certificates (2-Way)

Follow these steps to configure Hercules Clients for UNIX and Linux to use certificates
in two-way authentication:

1. "Enable SSL and HTTPS for Clients for UNIX, Linux and Mac OS X" on page 4-2.
2. Generate a private key using RSA and/or DSA encryption methods.

Note: You can use OpenSSL for this. The key size is limited by the type of
OpenSSL you are using.

RSA: openssl genrsa -out <privkeyfile> <key-size>
DSA: openssl gendsa —out <privkeyfile> <key-size>
RSA Example: openssl genrsa —out privkey.pem 2048

3. Generate a CA client certificate request by using the private key from step 2 and the
following command:

openssl req -new -key <privkeyfile> -out <certrequestfile>
Example: openssl req -new -key privkey.pem -out cert.req

Submit CA client certificate request to CA.
Download issued CA client certificate to the Hercules Client.

Download CA root certificate to the Hercules Client.

N o o

To trust CA that signed the CA server certificate, issue this command:
openssl x509 -hash -noout -in <CACertFile>
where <CACertFile> is the name of the certificate file you downloaded in step 2.
8. Now issue this command, using the hash generated in step 7:

In -s <ca cert file> <hash>.0
9. Add the following entries to \opt\citadel\Hercules\hclient.conf:
certificate=<path where certificate is located>/<certfile>
private_key=<path where private key is located>/<privkeyfile>

ca_directory=<path where root CA certificates are located>

Configure Hercules URLs to Use HTTPS (2-Way)

This configuration is the same procedure as for 1-way authentication (see "Configure
Server URLs to Use HTTPS (1-Way)" on page 4-6).

Configure Clients for UNIX, LInux, and Mac OS X to Use HTTPS (2-Way)

This configuration is the same procedure as for 1-way authentication (see "Modify
Hercules Server URL from HTTP to HTTPS in hclient.conf" on page 4-10).
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Configure 1S to Require SSL Access and CA Client Certificates (2-Way)

This procedure uses Internet Services Manager to configure a virtual directory to
require SSL for access. You can require the use of SSL for specific files, directories, or
virtual directories. Hercules Clients must use the HTTPS protocol to access any such
resource.

1. On the Hercules Server desktop, select Start > Administrative Tools > Internet
Services Manager.

2. In the Internet Information Services (IIS) Manager window, expand your server
name and then expand the Web Sites folder to display Default Web Site.

3. Locate HerculesClientServices in the list of folders. Right-click on it and then click
Properties.

4. Click the Directory Security tab.
Under Secure communications, click Edit.

If you have Hercules Clients for Windows NT 4.0 in your network, you must first
"Configure 128-bit Encryption in Hercules Clients" on page 4-2.

7. Select the Require secure channel (SSL) and Require 128-bit encryption check
boxes.

Note: Clients browsing to this virtual directory must now use HTTPS.

8. Select Require client certificates.

Secure Communications E

¥ Require secure channel (S5L)

v Require 128-bit encryption

i~ Client certificates
" Ignore client certificates
" Accept client certificates

o

[ Enable client certificate mapping

Client certificates can be mapped ko Windows user
accounts, This allows access control ko resources using .
client certificates. Edit.. |

OF I Cancel | Help |

9. Click OK, and then click OK again to close the Properties dialog box.
10. Repeat steps 3-9 for PatchRepository.

11. Close the Internet Services Manager window. SSL with client certificates is now
enabled in communications between the Hercules Server and Clients.

Restart Hercules Clients for UNIX, Linux, and Mac OS X

If you are configuring SSL on an existing Hercules installation, you need to restart the
Hercules Clients for UNIX, Linux, and Mac OS X (see "Restart Hercules Clients for
UNIX, Linux, and Mac OS X" on page 4-13).
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Reinstall Hercules Clients for Microsoft Windows (2-Way)

If you are configuring SSL on an existing Hercules installation, Citadel recommends
that you uninstall all Hercules Clients for Microsoft Windows (see "Uninstall Hercules
Clients for Microsoft Windows" on page 4-3) before configuring SSL and reinstall them
after configuring SSL. Follow these steps to install a client using CMS:

1. Launch the Hercules Administrator and select the desired Hercules Server.

2. Open the Manage Device Groups window, right-click on the desired device group,
and then click Install Hercules Client on Devices.

In the Navigation pane, under Operations, click Monitor device actions.

4. Monitor the status of the devices until each of their status changes from Queued to
Succeeded.

5. Repeat steps 1 to 4 for all groups in the server.
From the Hercules Client desktop, run regedt32 to open the Registry Editor.
Expand HKEY_LOCAL_MACHINE to the Client folder:

HKEY_LOCAL_MACHINE\SOFTWARE\Citadel Security Software\Hercules\3.0\
Client

8. In the right-hand pane, double-click ClientCertSubject to open Edit String.

Edit String

Y alue name:
| ClientCentS ubject

Yalue data:

[ ak ] [ Cancel

9. In the Value Data textbox, type the common name of the certificate.
10. Click OK and exit the Registry Editor.

11. Restart the Hercules Client service.

4-18



Hercules Security Configuration Guide Configuring SSL in Hercules® System

Configuring SSL in Distributed Hercules Architecture

This section describes how to configure SSL in the Hercules system to use one-way and
two-way authentication while operating in a distributed system, where all Hercules
components communicate across the network. The same configuration procedures
outlined for a standalone localhost mode apply to the distributed environment (see
"Configuring SSL in Hercules System Using Localhost Mode" on page 4-4).

One-Way Authentication in Hercules

The following graphic illustrates the process for 1-way authentication. All three
Hercules servers request from the CA their own CA server certificate and the CA root
certificate, while the Hercules Client independently requests the CA root certificate.
The Hercules Client uses the CA root certificate to authenticate the CA server
certificates of the Hercules Server (HS) and the Hercules Download Server (FDS). This
allows the Hercules Client to authenticate the communication with the Hercules Server
and the Hercules Download Server. The Hercules Administrator supports the same
secure communications as the Hercules Client.

** Certificate
Authority
(CA)

Install CA root
certificate
& CA HDS

Get CA server

certificate Install CA root certificates
geanmE%es Install CA root vfalldagoAn
€ rom
Hercules certificate f;g'zcstse Install CA
Channel ificat root
Server certiticate certificate

(HCS) on Client

CA HCS CA_ HS
Certificate Certificate \

Hercules
Download
Server
(HDS)

Hercules
Server
(HS)

Hercules
Client

. 1l-way authentication
T —

CA Root Certificate CA Root Certificate CA HS Certificate

CA Root Certificate
CA HDS Certifica CA HS Certificate
{e\\\ o
\\\\ : : /// —
———_ _ 1l-way authentication _—

CA HDS Certificate
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Two-Way Authentication in Hercules

The following graphic illustrates the process for 2-way authentication. All three
Hercules servers independently request from the CA their own CA server certificate
and the CA root certificate. The Hercules Client requests independently from the CA a
CA Client certificate and the CA root certificate. The Hercules Server and the Hercules
Download Server use the CA root certificate to authenticate the Hercules Client's CA
client certificate. The Hercules Client uses the CA root certificate to authenticate the CA
server certificate of the Hercules Server or Hercules Download Server. This allows the
Hercules Server, the Hercules Download Server, and the Hercules Client to
authenticate each others communications.

(b) Install
certificates Certificate
Authority

(CA)

(b) Get

certificate

validation (c) Install
certificates

Get CA server
certificates
validation
from CA

Hercules (a) Install Install CA

Channel certificates/ (8) Get root
Server certificate certificate
(HCS) validation on Client

CA HCS CA HS
Certificate Certificate

/

CA HSiertificate
Hercules ——

Hercules - T Hercules
Download Server ~ 2-way authentication Client
Server (HS) ~_ — (HC)
(HDS) ~— -
o CA HC Certificate _—
AN CA Root Certificate - CA Root Certificate
T CA HS Certificate _—
CA Root Certificate T » _—
CA HDS Certificate e CAHCCerificate __— ~
\\\\\\7 2-way authentication/y//

CA HDS Certificate
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5. Auditing All Hercules. Servers

Setting up Audit Logging in Microsoft Windows

With Audit Logging, system administrators can audit local security events when
Hercules uses a Microsoft Windows facility that is being audited, such as process
tracking, policy changes, account logon events, system events, object access and
directory services access. Audit Logging allows system administrators to track what a
Hercules Server, Hercules Channel Server, or File Download Server is accessing and
what a Hercules Client is doing on a client machine, based on Microsoft Windows audit
capabilities. Audit Logging shows how remediation affects the Hercules Client or the
Hercules Server, Hercules Channel Server, or File Download Server and policy changes
on the Hercules Client.

Audit Policies determine which security events are logged into the Security log on the
computer and are configured through Local Policies. The Security log is part of Event
Viewer.

Microsoft TechNet and Help Resources

For detailed information on Local and Audit Policies and setting up Audit Logging on
the machine where the Hercules Server, Hercules Channel Server, or File Download
Server are installed, follow the instructions provided in "Windows 2000 Common
Criteria Security Configuration Guide" on page R-1.

Additional guidance on Audit Logging is provided in the "National Security Agency
Recommendation Guides" on page R-1.

For specific audit logging procedures, search Microsoft Help from your Windows
desktop for the following and other related topics:

=  Set up auditing of files and folders
=  Specify files and folders to audit
= Viewing security logs

=  Size of the security log
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Preventing Audit Trail Overflow

If you are auditing many objects, your Audit Log may fill up very quickly. To prevent
audit trail overflow, Citadel recommends that you set all logs to overwrite after a
certain size is reached.

Note: When you install a Windows 2000 Server, the default is set to never
overwrite the Audit Log.

Prevent Audit Trail Overflow in Windows Server 2000

1. From any Hercules server desktop, select Start > Programs > Administrative Tools >
Event Viewer.

2. In the Event Viewer window, select Application Log to display the logged events

in the right-hand pane.
H Event Viewer ;|g|5|
|J Action  View |J¢- -’| =2 |
Tree I Application Log 169 event(s)

@ Event Viewer (Local) | Type | Date | Time | source [cala

f/f 2 pplication Log (Dinformation  2j9j2004 F3570IPM Hercules Client Manag... Mol
i| Security Lag B warning 2{9}2004 %E6:31 PM MSSOL$HERCULES I

i| System Log @ Information  2/9f2004 356:24 PM WMDM PMSP Service ot

. Herclog @ Information  2/9f2004 B56:21 PM ¥Mware Tools Service Mo

@ Information  2f9/2004 356:08 PM Hercules Client (23

@ Information  2f9/2004 356:08 PM Hercules Client (23

@ Information  2f9/2004 356:05PM  CitadelPDS ot

(@ Information 292004 HE6:04 PM MSDTC Ve

@Infmma‘tim 2f8{2004 10:50:12 ... Scecl Mo

@ Information  2{7/2004 F:03:30PM WMDM PMSP Service Mo

@ Information  2{7/2004 F:03:30PM WMDM PMSP Service ot

@ Information  2{7/2004 7:01:09 PM  Hercules Client Manag... Mo

@ Information  2{7/2004 F:00:15PM YMware Tools Service ot

@ Information  2{7/2004 F:00:10 PM Hercules Client (23

3. Right-click on Application Log and click Properties to display the Application Log
Properties dialog box.

4. Select Overwrite events as needed. Change the Maximum log size to 4992 KB and
click Apply.

Application Log Properties ﬂ E

General | Filter |

Dizplay name: IAppIication Log

Log name: IE:\W’INNT\system32\config\AppEvent.Evt
Size: 1592.0 KB [196.608 bytes)

Created: Friday. January 03, 2003 10:23:33 AM
Modified: Tuesday, February 10, 2004 2:21:43 P
Accessed: Tuesday, February 10, 2004 2:21:43 P
r—Log size

Mawirum lag size: |4992 _,::' KB

Wwhen maximum log zize is reached:

& Ovenwite events as needed

' Ovenwite events older than I? _|::' days

Do not ovenarite events Restors Default
[clear lag manually) niestore Uefaulls |
™ Using a low-speed connection Clear Log |

QK Cancel | Apply |
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5.
6.

In the Event Viewer, right-click on Security Log and click Properties.

In the Properties dialog box, select Overwrite events as needed. Change the

Maximum log size to 4992 KB and click Apply.

Sine: £4.0 KB (E5.536 bytes)

Created: Friday. January 03, 2003 10:23:33 AM
Maodified: Friday, June 20, 2003 10:51:20 &M
Accessed: Friday, June 20, 2003 10:51:20 &M
r—Log size

Mawirum lag size: |4992 _,::' KB

Wwhen maximum log zize is reached:
a
' Ovenwite events older than I? _|::' days

' Do not ovenwite events
[clear log manually]

Bestore Defaults |

™ Using a low-speed connection

LClear Log |

Security Log Properties ﬂ E
General | Filter |
Dizplay name: ISecurity Log
Log name: IEI:\W’INNT\System32\config\SecEvent.Evt

o]

Cancel |

Apply

In the Event Viewer, right-click on the System Log and click Properties.

In the Properties dialog box, select Overwrite events as needed. Change the

Maximum log size to 4992 KB and click Apply.

System Log Properties ﬂ E
General | Filter |
Display name: ISystem Log
Log name: IEI:\W’INNT\system32\config\SySEvent.Evt

Sine: 192.0KB (196,508 bytes)

Created: Friday, January 03, 2003 10:23:33 AM
Modified: Tuesday, February 10, 2004 1:37:00 P
Accessed: Tuesday, February 10, 2004 1:37:00 P
r—Log size

Mawirum lag size: |4992 _,::' KB

Wwhen maximum log zize is reached:
a
' Ovenwite events older than I? _|::' days

' Do not ovenwite events
[clear log manually]

Bestore Defaults |

™ Using a low-speed connection

LClear Log |

o]

Cancel |

Apply
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9. In the Event Viewer window, right-click on HercLog and click Properties.

10. In the Properties dialog box, select Overwrite events as needed. Change the
Maximum log size to 4992 KB and click Apply.

HercLog Properties il b3

General | Filter |

Dizplay name: IHercLog
Log name: I

Size: Mot Available
Created: Mot Available
Moadified: Mot Available
Accessed: Mot Available
r—Log size

Mawirum lag size: |4992 _,::' KB

Wwhen maximum log zize is reached:

@

' Ovenwite events older than I? _|::' days

Do not ovenarite events Restors Default
[clear lag manually) niestore Uefaulls |

™ Using a low-speed connection Clear Log |

’TI Cancel | Apply |

11. Close the Event Viewer.

Prevent Audit Trail Overflow in Windows 2003 Server

1. From any Hercules server desktop, select Control Panel > Administrative Tools >
Event Viewer.

2. In the Event Viewer window, select Application Log to display the logged events

in the right-hand pane.
H Event Viewer gl =l
File  Action Wiew Help
EAI=IE] 2
@ Event Viewer (Local) Application 366 event{s)
; Type | Date | Time | saurce | cal=]
gect'”ty @ information  2/3/2004 4:33:43PM  LoadPerf Mol
H‘:cf: @ nformation  2/9/2004 4:33:42PM  LoadPerf Mo
= N @ Information  2f9/2004 4:32:30 PM Hercules Client Manag... Mot
e Errar 219/2004 4:32:14 PM Usereny Mo
@ Warning 2{9}2004 43131 PM MSSOL$HERCULES (g
QE) Information  2f9/2004 4:31:30PM YMware Tools Service Mo
QE) Information  2f9/2004 4:31:29PM  Hercules Client (23
QE) Information  2f9/2004 4:31:29PM  Hercules Client (23
QE) Information  2f9/2004 4:31:29PM  CitadelPDS ot
(D nformation  2/9j2004 431:29PM MSDTC ™
0 Errar 219/2004 4:31:28 PM Usereny Mot
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Right-click on Application Log and click Properties to display the Application Log

Properties dialog box.

Select Overwrite events as needed. Change the Maximum log size to 4992 KB and

click Apply.

Application Properties ﬂ E

General | Filter |

Dizplay name: MM

Log name: IEI:\W’INDDW’S\system32\config\AppEvent.Evt
Size: E4.0 KB (65,536 bytes)

Created: Monday, January 19, 2004 8:42:18 A
Modified: Tuesday, February 10, 2004 2:28:52 P
Accessed: Tuesday, February 10, 2004 2:28:52 P

r~Log size

Mawirum lag size: |4992 _,::' KB

‘when maximum log zize is reached:

& Ovenwite events as nesded

" Ovenwite events older than I? _|::' days

~ .
Do not overwrite events [ |

[clear log manually]

™ Using a low-speed connection

LClear Log |

QK I Cancel | Lpply

In the Event Viewer, right-click on Security Log and click Properties.

In the Properties dialog box, select Overwrite events as needed. Change the

Maximum log size to 4992 KB and click Apply.

Security Properties ﬂ E

General | Filter |

Dizplay name:

Log name: IE:\W’INDDW’S\System32\config\8ecEvent.Evt
Size: B40.0 KB [555,360 bytes)

Created: Monday, January 19, 2004 8:42:18 A

Modified: Tuesday, February 10, 2004 3:48:17 AM
Accessed: Tuesday, February 10, 2004 3:48:17 AM

r~Log size

Mawirum lag size: |4992 _,::' KB

‘when maximum log zize is reached:

& Ovenwite events as nesded

" Ovenwite events older than I? _|::' days

~ .
Do not overwrite events [ |

[clear log manually]

™ Using a low-speed connection

LClear Log |

QK I Cancel | Lpply
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7. Inthe Event Viewer, right-click on the System Log and click Properties.

8. In the Properties dialog box, select Overwrite events as needed. Change the
Maximum log size to 4992 KB and click Apply.

General | Filter |
Dizplay name:
Log name: IEI:\W’INDDWS\system32\config\SysEvent.Evt
Size: E4.0 KB [E5,53E bytes]
Created: Monday, January 19, 2004 8:42:18 A
Modified: Friday. February 05, 2004 3:55:04 PM
Accessed: Friday. February 05, 2004 3:55:04 PM
r~Log size

Mawirum lag size: |4992 _,::' KB

‘when maximum log zize is reached:

& Ovenwite events as nesded

" Ovenwite events older than I? _|::' days

7 Do not ovensrite events Restors Default
[clear lag manually) nLiestore Uefaulls |

™ Using a low-speed connection Clear Log |

’TI Cancel | Lpply |

9. In the Event Viewer window, right-click on HercLog and click Properties.

10. In the Properties dialog box, select Overwrite events as needed. Change the
Maximum log size to 4992 KB and click Apply.

Herclog Properties ﬂ E
General | Filter |
Dizplay name:
Log name: I
Size: Mot Available
Created: Mot Available
Modified: Mot Available
Accessed: Mot Available
r~Log size

Mawirum lag size: |4992 _,::' KB

‘when maximum log zize is reached:

& Ovenwite events as nesded

" Ovenwite events older than I? _|::' days

7 Do not ovensrite events Restors Default
[clear lag manually) nLiestore Uefaulls |

™ Using a low-speed connection Clear Log |

’TI Cancel | Lpply |

11. Close the Event Viewer.
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Auditing All Types of Hercules Servers

This section describes audit logging of Microsoft IIS 5.0, Hercules Software registry key,

Hercules working directories and Hercules databases for Hercules Servers, Hercules

Channel Server, and File Download Servers.

Configuring Microsoft Internet Information Services Audit Logging

You should configure IIS audit logging for the Hercules Server, Hercules Channel

Server, and File Download Server.

WARNING: IIS logging on a heavily loaded Hercules Server can degrade

performance.

Configure 1IS 5.0 Audit Logging in Windows 2000 Server
Follow these steps to configure IIS 5.0 Audit Logging in Windows 2000 Server:

1. From your desktop, select Start > Programs > Administrative Tools > Internet
Services Manager. The Internet Information Services window displays.

2. In the left-hand pane, expand the server to display the Default Web Site folder and

right-click on it. Select Properties.

?"g Internet Information Services

J&ction iigw |J¢'-’||X|@|Jg| b

Tree | Marrie | Path
Internet Information Services Cg@seripts cilinetpublscripts
E|... * 1126 &HSHE“J ciiwinntihelpliishelp
@ Default FTR Site @IISAdmin COWINNTYSystem32tinetsrvliisadmin
Defaulk Web Site &IISSamples c:linetpubljiissamples
é Administration Web Site &MSADC c:iprogram files\common filesisystemimsade
e Default SMTP Virtual Server Ea_vti_bin C:YProgram Files\Common Files\Microsoft Sharediweb Se. .
&5 Default NNTP virtual Server | CgPBServer C:\Program Files\Phone Book Service\Bin
%PBSData C:\Proaram FilesiPhone Booli ServicelData

3. In the Default Web Site Properties dialog box, verify that the Enable Logging check

box is selected. Click on the Properties button.

Default Weh Site Properties . 2|

Directory Secunty | HTTP Headers I Custom Errors | Server Extersions ]
‘web Site ] Opersiors | Peifomance | ISAP] Fikers | Home Directory | Documents
+ Wab Site Identification

Degcription: D efault e Sie

P Address: [0l Urassigned) x| Advanced.. |
T1CF Port a0 551 Pt

 Connechons
" Urifrnited

" Lirtited Tox 1000 connectiane
Connection Timeout: 900 zeconds

[V HTTP Keep-Alives Enabled

¥ Enable Loaging
Active log fomat:

3L Extended Log File Format x| Eropsties..
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4. In the Extended Logging Properties dialog box, click on the General Properties tab.

5. Verify that all the logging property settings are correct for your site. If you make
changes, click Apply; otherwise click OK.

Extended Logging Properties il

General Properties I Extended F'rc-pertiesl

—Mew Log Time Period
© Hourly
6‘ ;
" wieekly
© Morthly

" Unlimited file size

£ when file size reaches:
I‘I g _% HE

I~ Uze local time for file naming and rollowver

Log file directaony:

I“/J\n\-"inD irighSystem32hLogFiles Browse... |

Log file hame:  W3SWC1 hexppmimdd. log

oK I Cancel | Apply | Help |

6. Click on the Extended Properties tab. Verify that the check boxes of the following

items are selected for logging, as shown below. In addition, verify that User Agent
(not shown) is also selected.:

Extended Logging Properties [ %]

General Properties  Extended Properties |

r— Extended Logging O ption

Time [ time ]
Extended Properties
- [wf] Client IP Address [c-ip ]

Uszer Mame [ cz-usemame |

- [] Service Mame [ s-sitename |

- [] Server Mame [ s-computername |

- Server IP &ddress [sip]

Server Port [ s-port ]

Method [ cs-method |

LRI Stem [ cs-uri-stem |

URI Query [ cs-uri-query |

= Protocol Status [ sc-status |

- [] Win32 Statuz [ sc-win32-status | LI

QK I Cancel | Lpply | Help |

7. Click OK to save your changes.

8. Stop and restart the World Wide Web Publishing Service to update your logging
settings.
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Configure 1S 6.0 Audit Logging in Windows Server 2003

The procedure for auditing IIS 6.0 is different than for IIS 5.0. Follow these steps to
audit IIS 6.0 on the Windows Server 2003 where the Hercules Server, Hercules Channel
Server, or File Download Server is installed:

1. From any Hercules server desktop, select Start > Control Panel > Administrative
Tools > Internet Information Services (IIS) Manager.

2. Expand Web Sites folder and right-click on Default Web Site. Select Properties.

t Internet Information Services (IIS) Manager | _ (O] x|
‘fg Fle Action  Wiew Window Help | = |5 |5|
e OE ERR @ 2] n
F_',j Internet Information Services [ame | Path | Skatus
=10 LRO2 (IoFaI Fomputer) v‘bcrystalreportviewersw C\Program Files\Common Files\Crystal Decisions|2. Shcrystalreportviewers 10
o App\lca.tlon Pools v‘l‘,}HerculesChanneI C:\Program Files|Citadel\Hercules\Channel Serveriweb)
=R ieh SI'Eesl T -&HerculesCIientServices CiiProgram Files\CitadeliHercules)webl,
H E"% bDSe au.t \'\;Bt Slt? 'J,}HerculesServer C:\Program Files|Citadel\Hercules!Web),
e ervice Extenslor '&PatchRepUsthry C:\Program Files|Citadel\Hercules\Download Serveriweb\PatchRepositary!,
'J,iPatchService C:\Program FilesiCitadel\Hercules\Download Serveriweb)
_J aspnet_client
| lisstart, htm
| pagerror,gif
< | 2|

In the Default Web Site Properties dialog box, click the Web Site tab.

4. Verify that the Enable Logging check box is selected and that the Active log format
displayed is W3C Extended Log File Format. If you make changes, click Apply.

Default Web Site Properties EHE

Diirectory Security I HTTP Headers I Custom Errors I Server Extenzions 2002 I
‘web Site | Performance I I154P| Filkers I Home Directary I Documents

~Wweb site identification

Description:

P address: I[AIIUnassigned] j Advanced... |
TCF port: ISD SSL port: 443

i~ Connections

Connection timeout: I 120 zeconds

[V Enable HTTP Keep-dlives

—I¥ Enable logging

Active log format:

IW’SE Extended Log File Format j Properties... |

QK I Cancel | Lpply | Help |

5. Click the Properties button and then click the General tab.
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6. Verify that all the logging property settings are correct for your site. If you make
changes, click Apply; otherwise, click OK.

Logging Properties E

General | Advanced |

—Mew log schedule

" Hourly

 wieekly

" Monthly

" Unlimited file size

" When file size reaches:

20

= ME

[ Use local time For file narming and rollover

Log file directary:

I CHWINDOW S system32i LogFiles Browse. .. |

Log file name: W3ASYC Liexyymmdd.log

OF I Cancel | Apply | Help |

7. Click on the Advanced tab. Verify that the check boxes for the following extended
logging options are selected. In addition, Win32 Status and User Agent check
boxes (not shown) should also be selected. If you make changes, click Apply;
otherwise click OK.

Logging Properties E

General  Advanced |

Extended logging options:

Time { time )
Extended properties

Client IP Address  c-ip )

- [w] User Mame { cs-username )

- [[] Service Mame { s-sitename )

- [] Server Mame { s-computername )
- || Server IP Address ( s-ip )

- [w] Server Port { s-port )

- [w] Method { cs-method )

- [w] URI Stem § cs-uri-stem )

- W] URI Query { cs-uri-query )

- [wf] Prokocol Status | sc-status )

- [w] Prokocol Substatus | sc-substatus ) LI

OF I Cancel Apply | Help |
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Enabling Auditing of Hercules Software Registry Key

You should configure audit logging of the Hercules software registry key for the
Hercules Server, Hercules Channel Server, and File Download Server.

Enable Auditing of Hercules Software Registry Key in Windows 2000

1.
2.

From any Hercules server desktop, run regedt32 to open the Registry Editor.
Expand the following key:

HKEY_LOCAL_MACHINE\SOFTWARE\Citadel Security Software

From the Security menu, click Permissions.

In the Permissions for Citadel Security Software dialog box, click Advanced.

In the Access Control Settings for Citadel Security Software dialog box, click the
Auditing tab.

Click Add and select Everyone from your local machine.

The Auditing Entry for Citadel Security Software dialog box displays. Select the
settings identified in the dialog box below.

Note: The system will create two audit entries.

21x|

Auditing Entry for Citadel Gecurity Gof

Object I

Apply onta: IThis key and subkeys j

Marmne; IEvewone

Access: Successful  Failed

Query Value

SetValug

Create Subkep
Erumerate Subkeys
Muotify

Create Link

Delete

‘wiite DAC

“wirite Dwrer %
Fiead Control

EEEEEOO@EO
EEEEEOREEE

W~ ifpply these auditing entries to objects

: Clear Al |
iand/or containers within this container onle
oK | Cancel |

Select the check box to apply auditing entries to child objects and enable
propagation of inheritable audit entries.

Click OK three times to close all dialog boxes.
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Enable Auditing of Hercules Software Registry Key in Windows 2003
1. From any Hercules server desktop, run regedt32 to open the Registry Editor.
2. Expand the following key:

HKEY_LOCAL_MACHINE\SOFTWARE\Citadel Security Software

3. From the Edit menu, click Permissions.

Permissions for Citadel Security Software EHE

Security |

Group or user names:

[«

L ators [LRD
€7 CREATOR DWNER
!ﬁ Power Uzers [LROE\Power Users]
€7 SYSTEM
TERMIMAI CERVER |ISER hd
i | _>l_I
Add... | Bemove |
Permizzions for Administrators Allow Deny
Full Control O
Fead O
Special Permissions O O

For special permissions or for advanced settings, Advanced |
click Advanced. —
0K I Cancel | Apply |

4. In the Permissions for Citadel Security Software dialog box, click Advanced.
In the Advanced Security Settings dialog box, click the Auditing tab.
fcvancea securt settingsfo Ctae securtysoftware gy

| Permizsions  Auditing | Dwnerl Effective Permissionsl

To view more information about special auditing entries, select an auditing entry, and then click Edit.

Auditing entries:

Type | Mame | Access | Inherited From | Apply To |

Add... Edit... Eemove

Allow inheritable auditing entries from the parent to propagate to this object and all child objects. Include
v ] : e -
theze with entries explicitly defined here.

[~ Replace auditing entries on all child objects with entries shown here that apply to child objects

Leam mare about auditing.

QK I Cancel Lpply
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6. Click Add to display the Select User, Computer, or Group dialog box.

Select thiz object type:

IUser, Group, or Built-in zecurity principal Object Types... |

Erom this location:

IQA.corporate Locations...

[ Lheck Hames

Enter the object name to select [examples):

Advanced... | [k I Cancel |

A

7. Click Advanced to expand the dialog box.

Select User, Computer, or Group ﬂ E

Object Types... |
Erom this location:
Q4. corporate Locations... |

Common Queries |

Mame: IStarts with j I Colums... |
Description: ISta[ts with j I Find Mow |
I~ | Disabled accounts Stop |

™| Mo expiting password

[rayps since |ast lagom I 'l @

Select thiz object type:

)8 I Cancel |
Search results:

Mame [RDM] | E-MailAddiess | Description | In Falder |

8. Click Find Now to display the list of users in the Search results bottom pane.

oK I Cancel |

Search results:

Mame [RDM) | E-Mail Addiess | Description | In Falder | 4]
[omain Guests All domain guests Qa4 corporate/U...

!ﬁ Domain Users All dornain users (A corporate/U. .

*# ENTERFRISE DOMAIN CO... J

g o

!ﬁ Group Policy Creator Qwners Members inthis ... Q& corporate/U...

% Guest Built-in account .. QA corporatedL...

ﬂ HercCMS_GRO3 Citadel Security ... Q& corporate/U...

ﬂ HercCMS_GRO4 Citadel Security ... Q& corporate/U...

ﬂ HercCMS_GROE Citadel Security ... Q& corporate/U...

ﬂ HercCMS_GRO? Citadel Security ... Q& corporate/U...

ﬂ HercCMS_GROS Citadel Security ... Q& corporate/U... LI

-, R . e
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9. Select Everyone and click OK. Everyone is now displayed in the Object name
bottom pane.

Select User, Computer, or Group ﬂ E

Select thiz object type:

IUser, Group, or Built-in zecurity principal Object Types... |

Erom this location:

IQA.corporate Locations... |

Enter the object name to select [examples):

Evervonel LCheck Mames |

Advanced... | QK I Cancel |

pA

10. Click OK. The Auditing Entry for Citadel Security Software dialog box displays.
Select the settings identified in the dialog box below.

Auditing Entry for Citadel Security Software EHE
Object |
Mame: IEveryone LChange... |
Apply onto: IThis key and subkeys j
Accesz Successful  Failed
Full Control O O
Query Yalue
SetValue
Create Subkey
Enumerate Subkeys O
Natify a a
Create Link
Delete
Wiite DAC
wirite Qwner
Fiead Control

~ Apply theze auditing entries to objects Clear Al |

and/or containers within this container only

oK I Cancel |

11. Select the check the box to apply auditing entries to objects and/or containers
within this container only. Click OK.

Note: The system will create two audit entries
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12. Check the checkbox to allow inheritable audieitng entries forom the parent to
propagate to this object aand all child objects. Then click OK.

Advanced Security Settings for Citadel Security Software EH
Pemissions Auditing | Dwnerl Effective Permissionsl
T o view mare information about special auditing entries, select an auditing entry, and then click Edit.

Auditing entries:

Tupe | MHame | Access | Inherited From | Apply To |
All Evervone Special <nat inherited: Thiz key and subk...
Fail Eweryone Enumerate Sub...  <not inherited: Thiz key and subk...

Edit... Remove

Allows inheritable auditing entries fram the parent to propagate ta this object and all child objects. Include
these with entries explicitly defined here.

I~ Replace auditing entrizs on all child objects with enties shown here that apply to child objects

Learn more about auditing.

(0.9 Cancel Apply
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Enabling Auditing of Hercules Working Directory

You should configure audit logging of the Hercules working directory for the Hercules
Server, Hercules Channel Server, and File Download Server.

Enable Auditing of Hercules Working Directory in Windows 2000

This procedure is very similar to "Enable Auditing of Hercules Software Registry Key in
Windows 2000" on page 5-11.

1. From any Hercules server desktop, browse to the following directory:
<Install Drive>:\Program Files\Citadel

Right-click on the Citadel folder and click Properties.

Click on the Security tab.

Click on the Advanced button.

Click on the Auditing tab.

Click on the Add button.

The Auditing Entry for Citadel dialog box displays. Select the settings identified in
the dialog box below.

A T L ol S

Auditing Entry for Citadel ﬂﬁl

Obiest |

Marme: |Everyane
Apply onto |This folder, subfolders and files |
Access Successful  Failed
Tiaverse Folder / Execute File ;I
List Folder / Riead Data [m]
Read &ttibutes O
Read Extended Athibutes [m]
Create Files / \wiite Data
Create Folders / Append Data
Wirite dttributes
‘write: Extended Attribul%
Delete Subfolders and Files
Delete
Read Pemissions O
Change Permissions —
Take Ownershin LI

I #pply these auditing entries to objects Clear Al

tand/or containers within this container anlé

Ok | Cancel

8. Select the check the box to apply auditing entries to child objects and enable
propagation of inheritable audit entries.

9. Click OK three times to close all dialog boxes.
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Enable Auditing of Hercules Working Directory in Windows 2003

This procedure is very similar to "Enable Auditing of Hercules Software Registry Key in
Windows 2003" on page 5-12.

1.

® N o @»

From any Hercules server desktop, browse to the following directory:
<Install Drive>:\Program Files\Citadel

Right-click on Citadel folder and click Properties.

In the Citadel Properties dialog box, click on the Security tab.

Citadel Properties EHE
Generall Sharing  Security |W’eb Sharingl Eustomizel

Group or uzer names:

!ﬁ Adminigtrators [LRO0B\Administrators]
€7 CREATOR DWNER

!ﬁ Power Uzers [LROE\Power Users]

€7 SYSTEM
T TERRMIKAI SERUER IICER
A

Add.
Permizzions for Administrators Allow
Full Control
Modify
Fead & Execute
List Folder Contents
Fead
Wirite

For special permissions or for advanced settings,
click Advanced.

QK | Cancel | Lpply |

Click on the Advanced button to display the Advanced Security Settings dialog
box.

Click on the Auditing tab and then click Add.
In the Select User, Computer, or Group dialog box, click Advanced to expand it.
Click Find Now to display the list of users in the Search results bottom pane.

Select Everyone and click OK. Everyone is now displayed in the object name list in
the bottom pane of the Select User, Computer or Group dialog box.
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9. Click OK. The Auditing Entry for Citadel dialog box displays. Select the settings
identified in the dialog box below.

Auditing Entry for Citadel EHE

mﬂ

| Mame: IEveryone LChange... |

Apply onto: IThis folder, subfalders and files

Ll

'n
o,
o
(=5

Accesz Successful
TTETET T T O T e T T

L

List Folder / Fead Data

| Read Attributes

Read Extended Attributes
Create Files / 'wiite Data
Create Folders / Append Data
rite Attributes

wiite Extended Attributes
Delete Subfolders and Files
Delete

Read Permissions

=
a
a
a

Change Permizzions

HBEEHEHEEEEEEEE

Take Dwnership

-

r Apply theze auditing entries to objects Clear Al |

and/or containers within this container only

oK I Cancel |

10. Select the check the box to apply auditing entries to child objects and enable
propagation of inheritable audit entries.

Note: The system will create two audit entries.

11. Click OK to close all dialog boxes.
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Enabling Auditing of Hercules Databases

You should configure audit logging of all Hercules databases in the Hercules Server,
Hercules Channel Server, and File Download Server.

Enable Auditing of Hercules Database in Windows 2000

This procedure is very similar to "Enable Auditing of Hercules Working Directory in
Windows 2000" on page 5-16.

1. From any Hercules server desktop, browse to the following directory:
<Install Drive>:\Program Files\MSSQL Server\MSSQL$Hercules
Right-click on MSSQL$Hercules folder and click Properties.

Click on Security tab.

Click on the Advanced button.

Click on the Auditing tab.

Click on the Add button.

The Auditing Entry for MSSQL$Hercules dialog box displays. Select the settings
identified in the dialog box below.

A A L ol S

Auditing Entry for MSSQL$HERCULES x|

Object |

MHame: IEveryDne
Apply onto; IThis folder. subfolders and files j
Access: Successful  Failed

Tiaverse Folder / Execute File
List Folder / Read Data

Read Attributes

Read Extended Attibutes %
Create Files / \White: Data
Create Folders / Append Data
“Write Attributes

‘write Extended Attributes
Delete Subfolders and Files
Delete

-

Read Peimissions

Change Permissions
Take Dwnershin

r Apply these auditing entries ta objects Clear &ll |

and/or containers within this container only

oK Cancel

EEEEEEEEEEEEE

EEOREEEREO0O0R
Ll

8. Select the check the box to apply auditing entries to child objects and enable
propagation of inheritable audit entries.

9. Click OK three times to close all dialog boxes.
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Enable Auditing of Hercules Database in Windows 2003

This procedure is very similar to "Enable Auditing of Hercules Working Directory in
Windows 2003" on page 5-17.

1.

From any Hercules server desktop, browse to the following directory:

<Install Drive>:\Program Files\Microsoft SQL Server\MSSQL$Hercules
Right-click on the MSSQL$Hercules folder and click Properties.

In the MSSQL$Hercules Properties dialog box, click on the Security tab.

Click on the Advanced button to display the Advanced Security Settings dialog
box.

Click on the Auditing tab and then click Add.
In the Select User, Computer, or Group dialog box, click Advanced to expand it.

Click Find Now to display the list of users in the Search results list in the bottom
pane.

Select Everyone and click OK. Everyone is now displayed in the object name list in
the bottom pane of Select User, Computer, or Group dialog box.

Click OK. The Auditing Entry for MSSQL$Hercules dialog box displays. Select the
settings identified in the dialog box below.

Auditing Entry for MSSQL$HERCULES EHE
Object |
Mame: IEveryone LChange... |
Apply onto: IThis folder, subfalders and files j
Accesz Successful  Failed
Traverze Folder / Execute File | 4] | 4] ;I
List Folder / Read Data O
Fead Attributes O
Fiead Extended Attributes O
Create Files / \Write Data
Create Folders / Append Data
ke Attributes
‘wiite Extended Attributes
Delete Subfolders and Files
Delete
Fead Permissions
Change Permizzions =
Take Dwnership LI
r Apply theze auditing entries to objects Clear Al |
and/or containers within this container only

oK I Cancel |

10. Select the check the box to apply auditing entries to child objects and enable

propagation of inheritable audit entries.

11. Click OK to close all dialog boxes.
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Enabling Auditing of Hercules Public Directory on Web Server

You should configure audit logging of the Hercules public directory on the web server
for the Hercules Server, Hercules Channel Server, and File Download Server.

Enable Auditing of Public Directory on Web Server in Windows 2000

This procedure is very similar to "Enable Auditing of Hercules Working Directory in
Windows 2000" on page 5-16.

1.

A A Ll S

<Install Drive>:\inetpub
Right-click on the inetpub folder and click Properties.
Click on the Security tab.
Click on the Advanced button.
Click on the Auditing tab.

Click OK three times to close all dialog boxes.

From any Hercules server desktop, browse to the following directory:

Click on the Add button.
The Auditing Entry for Inetpub dialog box displays. Select the settings identified in
the dialog box below:
Auditing Entry for Inetpub 21
Object I
Mame: |Everyone
Apply onto: I This falder, subfolders and files d|
Access Successful  Failed
Traverss Folder / Execute File ;I
List Folder / Read Data O
Read Attibutes O
Read Extended Attributes % O
Create Files / \iite Data
Create Folders / Append Data
‘Wwirite Altibutes
‘write Extended Attibutes
Delete Subfolders and Files
Delete
Fiead Permissions O
Change Pemissions _ |
Take Ownershio =l
Apply these auditing entries ko objects Clear All
r and/or containers within this container only _I
Ok | Cancel

Select the check the box to apply auditing entries to child objects and enable
propagation of inheritable audit entries.
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Enable Auditing of Public Directory on Web Server in Windows 2003

This procedure is very similar to "Enable Auditing of Hercules Working Directory in
Windows 2003" on page 5-17.

1.

From any Hercules server desktop, browse to the following directory:
<Install Drive>:\inetpub

Right-click on the inetpub folder and click Properties.

In the inetpub Properties dialog box, click on the Security tab.

Click on the Advanced button to display the Advanced Security Settings dialog
box.

Click on the Auditing tab and then click Add.
In the Select User, Computer, or Group dialog box, click Advanced to expand it.

Click Find Now to display the list of users in the Search results list in the bottom
pane.

Select Everyone and click OK. Everyone is now displayed in the object name list in
the bottom pane of Select User, Computer, or Group dialog box.

Click OK. The Auditing Entry for Inetpub dialog box displays. Select the settings
identified in the dialog box below:

Auditing Entry for Inetpub EHE
Object |
Mame: IEveryone LChange... |
Apply onto: IThis folder, subfalders and files j
Accesz Successful  Failed
Traverse Folder / Execute File ;I

List Folder / Fead Data

Read Attributes

Read Extended Attributes
Create Files / 'wiite Data
Create Folders / Append Data
rite Attributes

wiite Extended Attributes
Delete Subfolders and Files
Delete

EEEEEOO0OK

Read Permissions
Change Permizzions —
Take Ownershio ] LI

r Apply theze auditing entries to objects Clear Al |

and/or containers within this container only

oK I Cancel |

IEEEEHEEEEEEEE

10. Select the check the box to apply auditing entries to child objects and enable

propagation of inheritable audit entries.

11. Click OK to close all dialog boxes.
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Appendix A: Security Best Practices

Security Environment

This section includes recommended best practices for Hercules installation
environment, secure operations, and secure communication.

Controlled Environment Installation

The Hercules Server is an integral component of network security and you should
install it where production servers are located. Installing the Hercules Server in a
controlled environment such as a data center or server room provides greater stability
and security.

The Hercules Server should be used with other best practices for security, including:
e System hardening and configuration

® Securing the Hercules installation to specific user accounts

e Physical security access controls

e Perimeter security (firewalls)

Maintaining Secure Operation of Hercules in the Event of Failure

Configure System Failure and Recovery Options

To maintain a secure operating system, Microsoft provides you with the following
options to configure the actions that the operating system will take in the event of a
system crash or other system error:

*  Write event to the System log

¢ Send an administrative alert

* Dump system memory to a file for later debugging
¢ Automatically restart the computer

For detailed procedures on how to configure these actions, see "How to Configure
System Failure and Recovery Options in Windows" on page R-2.

Configure Audit Trail Overflow

If you are auditing many objects, your Audit Log may fill up very quickly. To prevent
audit trail overflow, Citadel recommends that you set all logs to overwrite after a
certain size is reached or a certain time period. For detailed procedures, see
"Preventing Audit Trail Overflow" on page 5-2.
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V-Flash Server Secure Communication

Hercules provides one-way authentication from the V-Flash server to the V-Flash client
located in your Hercules Server. The V-Flash client connects with Citadel’s V-Flash
server through an HTTPS connection in order to download vulnerabilities and
signatures from the V-Flash server.

To provide one-way authentication, the V-Flash server obtains a certificate from the
VeriSign Certificate Authority; the V-Flash client does not use a certificate. The V-Flash
server access is not restricted and requires no validation. The URL of the V-Flash server
is fixed in the V-Flash client and cannot be changed by any user.

Password and Access Controls

This section discusses password security requirements and recommendations.

Password Security Requirements

The following are the settings required for EAL 3 compliance for securing Hercules
Administrator passwords:

* Minimum password length shall be eight characters in length.

¢ Minimum password age (length of time before changing a password) should be
two days.

* Maximum password age should be 42 days.
® Setting entitled Enforce password history should be 24.
* Setting entitled Password must meet complexity requirements shall be enabled.

* Setting entitled Store password using Reversible Encryption for all users in the
domain shall be disabled.

To configure the password security settings, from the Hercules Server desktop, select
Start > Control Panel > Administrative Tools > Local Security Policy and expand
Security Policies/Account Policies/Password Policy.

4 OCa £ £ 0 - D o
| action  tiew |J<:= 5 | Bm E 2
Tres I Policy  # | Local setting
@ Security Settings [@¥Enforce passward history 24 passwords remembered
-8 Account Policies Maximum password age 42 days
108 password Palicy Minimum password age 2 days
{8 Account Lockout F Minimum password length & characters
Local Policies Passwords must meet complexity requirements Enabled
(21 Public key Policies Store password using reversible encryption For all users in the domain - Disabled
.g IP Security Policies on
< |  BjEl | 0|
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Changing CMS User Password on Hercules Server

You should change the CMS password as often as required by the security best
practices of your organization. If you change your account password you will also
need to change your CMS password. CMS is usually configured during the Hercules
installation but it can be done later using the same procedure described here; for
additional details on configuring CMS, see the Hercules Installation Guide and the
Hercules User’s Guide. This can be done using only a common local account that is valid
on the machines you plan to manage.

To change the CMS User Password:

1.

2.

From the command prompt on the Hercules Server, locate the Services folder
under the Hercules installation. The default Hercules Server installation path is:

C:\Program Files\Citadel\Hercules\Services
To install CMS, type the following command at the DOS prompt:
clientmgrservice -install

For example:

C:sProgram Files“Citadel“Hercules“8ervices>clientmgrservice —install_

Note: An alternative procedure is to bring up the Run dialog box. Click the
Windows Start button, select Run, enter the following in the textbox, and then
click OK.

C:\Program Files\Citadel\Hercules\Services\clientmgrservice -install

Click New to enable the fields for entering credentials. Read the requirements at the
top of the dialog box. For Domain\User, enter the domain and username separate
by a backslash(\). For Password, type the corresponding password. Then click
Apply to add the new credentials to the account list. Repeat as needed, then click
OK.

Client Management Service (CMS) Configuration

Client credential configuration i Hercules server configuration I

The Hercules Client Management Service (CM3) requires a domain administrator
or administrator-Privileged account to perform operations such as Hercules Client
install, Remediate Mow, or Reboot on managed devices.

Please supply existing credentials that have sufficient administrative rights
ta the systems wou wish to manage.

Accounts:
qaldewv

e Lpdate | Delete |

Domainiser: Password:

Idomain'l,newadmin l sssssnns Bpphy |
Ok I Cancel |

A-3



Security Best Practices Hercules Security Configuration Guide

Configuring Clients for UNIX, Linux, and Mac OS X for Sudo Access

In the Hercules system, sudo allows users defined in the sudoers file to have
temporary root access to run CMS commands (install/uninstall, start/stop, remediate,
and reboot). Although sudo is optional, Citadel recommends that you use sudo for
security reasons. Before configuring devices to allow sudo access for Hercules Clients
for UNIX, Linux, and Mac OS X, you will first need to install the sudo utility (version
1.6.7 or later). Then you will need to modify the sudoers configuration file with the
visudo editor to allow the user account sudo access for each CMS action.

Note: To facilitate configuration, you can create and use a generic Hercules user
account and copy the sudoers configuration file to all devices that need sudo.

After configuring Hercules Clients to use sudo access, you can configure the Hercules
Administrator to allow sudo access for those clients (for detailed procedures, see page
4-6 in the Hercules User’s Guide):

e Configure sudo access for a particular Hercules Server

e Allow sudo access for all devices in a device group or individual devices
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Services to Shut Down

Appendix B: Services to Shut Down

Level 1 Basic Shutdown of Unnecessary Services

The following list shows what services are currently shut down by the Level 1 remedy
in Windows Server 2000 and Windows 2003 Server. This list is subject to change at any

time.

It is strongly recommended that the Hercules Server machine be installed with a static
IP address, but the Level 1 template will not shut down the DHCP Client on your

Hercules Server machine. If your machine is configured with a dynamic address, you
should reconfigure it with a static address and shut down the DHCP Client manually.

Table 1: Basic Shutdown of Unnecessary Services

Operating System Service

Both Alerter

Both Automatic Updates

Both Background Intelligent Transfer Service
Both Clipbook

Both Messenger

Both FTP Publishing Service

Windows Server 2000

Internet Connection Sharing

Both Netmeeting Remote Desktop Sharing
Both Routing and Remote Access

Both Simple Mail Transfer Protocol (SMTP)
Both Wireless Configuration

Both SQLServerAgent

Both MSSQLServerADHelper

Both Telnet
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Level 2 Moderate Shutdown of Unnecessary Services

The following is a list of unnecessary services that are currently shut down by the Level

2 remedy in Windows Server 2000 and Windows 2003 Server.

Table 1: Moderate Shutdown of Unnecessary Services

Operating System

Service

Windows Server 2003

Application Layer Gateway Service

Both Application Management

Both Computer Browser

Both Distributed File System

Both Distributed Link Tracking Client
Both Distributed Link Tracking Server

Windows Server 2003

Error Reporting Service

Windows 2000 Server

Fax Service

Both

File Replication

Windows Server 2003

Help and Support

Windows Server 2003

Human Interface Device Access

Windows Server 2003

IMAPI CD_Burning COM Service

Both

Indexing Service

Windows Server 2003

Internet Connection Firewall (ICF)/

Internet Connection Sharing (ICS)

Both

Intersite Messaging

Windows 2000 Server

IPSEC Policy Agent

Windows Server 2003

IPSEC Services

Both

Kerberos Key Distribution Center

Both

License Logging Service

Windows Server 2003

Microsoft Software Shadow Copy Provider

Both

Network DDE

Both

Network DDE DSDM

Windows Server 2003

Network Location Awareness (NLA)

Both

Performance Logs and Alerts

Windows Server 2003

Portable Media Serial Number Service

Both

Print Spooler

Windows 2000 Server

QoS RSVP
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Table 1: Moderate Shutdown of Unnecessary Services (Continued)

Operating System

Service

Both

Remote Access Auto Connection Manager

Both

Remote Access Connection Manager

Windows Server 2003

Remote Desktop Help Session Manager

Both Remote Procedure Call (RPC) Locator
Both Remote Registry Service
Both Removable Storage

Windows Server 2003

Resultant Set of Policy Provider

Windows 2000 Server

RunAs Service

Windows Server 2003

Secondary Logon

Windows Server 2003

Shell Hardware Detection

Both

Smart Card

Windows 2000 Server

Smart Card Helper

Windows Server 2003

Special Administration Console Helper

Both SQLAgent$HERCULES
Both Task Scheduler
Both Telephony

Windows Server 2003

Terminal Services Session Directory

Windows Server 2003

Themes

Windows Server 2003

Upload Manager

Windows Server 2003

Volume Shadow Copy

Windows Server 2003

WebClient

Windows Server 2003

Windows Image Acquisition (WIA)

Both

Windows Time

Windows Server 2003

WInHTTP Web Proxy Auto-Discovery Service
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References

References to third party vendor documentation and web sites are subject to change
without notice. Alternate paths are provided to facilitate finding the sources in the
event the link becomes disabled.

General

Hercules Level 1 and Level 2 Security Configuration Guide Patch List
Download from https://hercules.citadel.com/docs/seclevel.htm

National Security Agency Recommendation Guides
http://www.nsa.gov/snac/

Windows 2000 Common Criteria Security Configuration Guide

http://www.microsoft.com/technet/security/topics/issues/w2kccscg/default. mspx

Or, navigate in your Internet browser from http://www.microsoft.com to TechNet
Home > Security > Security Topics > Standards, Regulations, and Government Issues >
Windows 2000 Common Criteria Secure Configuration Guide

Windows Server 2003 Security Guide
http://www.microsoft.com/technet/security/prodtech/win2003/default.mspx

Or, navigate in your Internet browser from http://www.microsoft.com to TechNet
Home > Security > Product and Technology Security Centers > Windows Server 2003

Security Innovations in Windows Server 2003

http://www.microsoft.com/windowsserver2003/techinfo/overview/secinnovation.mspx

Microsoft Internet Information Services

Internet Information Services 5.0 Lockdown Tool

http://www.microsoft.com/technet/security/tools/locktool.mspx

Download from http://www.microsoft.com/downloads/
details.aspx?displaylang=en&FamilyID=DDE9EFC0-BB30-47EB-9A61-FD755D23CDEC

Guide to Secure Configuration and Administration of Microsoft IIS 5.0

http://nsa2. www.conxion.com/win2k/guides/w2k-14.pdf
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CA Certificates and SSL

Certificates

http://www.microsoft.com/technet/security/topics/crypto/certs.mspx

Or, navigate in your Internet browser from http://www.microsoft.com to TechNet
Home > Security > Security Topics > Cryptography and Secure Communications >
Introduction to Certificates.

Guide to Secure Configuration and Administration of Windows 2000
Certificate Services

Download from http://nsa2. www.conxion.com/win2k/guides/w2k-12.pdf

How to Set Up SSL on a Web Server
Download from http://msdn.microsoft.com/library/default.asp?url=/library/en-us/

dnnetsec/html/SecNetHT16.asp

Or, navigate in your Internet browser from http://www.microsoft.com to MSDN Home
>MSDN Library > .NET Development > .NET Security > Building Secure ASP.NET
Applications > How To Set Up SSL on a Web Server.

How to Set Up Client Certificates
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnnetsec/html/
SecNetHT17.asp

Or, navigate in your Internet browser from http://www.microsoft.com to MSDN Home
>MSDN Library > .NET Development > .NET Security > Building Secure ASP.NET
Applications > How To Set Up Client Certificates

Step-by-Step Guide to Setting Up a Certification Authority

http://www.microsoft.com/windows2000/techinfo/planning/security/casetupsteps.as

Microsoft Certificate Services Using Windows Server 2003

http://www.microsoft.com/resources/documentation/WindowsServ/2003/standard/
proddocs/en-us/Default.asp?url=/resources/documentation/windowsserv/2003/
standard/proddocs/en-us/sag_cs_topnode.as

Or, navigate in your Internet browser from http://www.microsoft.com/ to TechNet
Home > Products & Technologies > Windows Server 2003 > Product Documentation >
Standard Edition Help > Security > Public Key Infrastructure > Certificate Services

System Failure

How to Configure System Failure and Recovery Options in Windows
http://support.microsoft.com/default.aspx?scid=kb;en-us;307973

Or, navigate in your Internet browser to http://support.microsoft.com and search for
the Knowledge Base Article 307973.
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